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Everything you need to know to stop ransomware.

Know Your Enemy

Stop Ransomware Now

Ransomware is a $1 billion dollar
business that often evades traditional
anti-malware.

Sophos InterceptX is proven to stop
ransomware in its track by blocking
unauthorized encryption of ﬁles.

Stop Ransomware with
Sophos Intercept X
The proven CryptoGuard capabilities in Sophos Intercept X block ransomware as
soon as it starts trying to encrypt your ﬁles, returning data to its original state:
• Protects endpoints from ransomware attacks
• Automatically rolls back encrypted ﬁle changes with no loss of data
• Stops both local and remote ﬁle encryption

For more details visit www.sophos.com
Tel: +91 79 66216838
Email: indiamarketing@sophos.com
www.varindia.com/cyber-security
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Businesses Should
Protect Their Data
The IT threat landscape has changed dramatically over the last three-four years.
Online security and data breaches have grown increasingly threatening the both security
and business leaders are struggle to understand to what degree security incidents can
impact business continuity, intellectual property, and damage to their reputation. It’s
no more just about stealing your money, credit cards and defacing websites, as now

Deepak Kumar Sahu
Chief Editor, VARINDIA

they are after the intellectual property, mass attacks and most importantly, our critical
infrastructures. It is time to protect the critical infrastructure from the cyber-attack.
Secondly, talking about digital transformation where we can “process of creating
value, growth and competitive advantage through new age of digital offerings, to
adopt an interconnection-first architecture that will enable you to de-centralize IT
and networking and establish a more distributed, interconnected “digital edge where
you can access multiple network, cloud and SaaS providers. At the same time, we
need to plan for a right strategy for cyber threat detection and response, identity and
access management, online fraud prevention, and governance, risk and compliance
solutions.
Challenge is on how to keep our business safe, while cybercrime often targets
companies for immediate financial gain. As businesses’ operations continue to be
transformed by innovations in technology and automation, their sensitive data will
become increasingly vulnerable to attacks. Without sufficient defensive measures in
place, businesses will face a higher risk of incurring massive damages. In fact, cyber
security has the top spending priority for 2017, and in coming day’s cyber security
insurance will come as the game changer as more companies work to mitigate financial
losses brought on by cyber threats.
Lastly, with rapidly growing Internet of Things (IoT) devices, they have become
a much more attractive target for cyber criminals. Cyber Crooks are also targeting the
energy sector and it is time now to secure SCADA system, which has always been
an interesting target for cyber crooks. There is no doubt on increasing risk of cyber
security threats at the domestic and international level, network protection has to be
the top priority for every organisation.
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www.ctrls.in
Asia's Largest
Tier 4 Datacenter

Managed Security Services

Compliance Services

Remote Managed Firewall with IPS (NGFW)
Managed APT (Advanced Persistence Threat)
Managed PIM (Privilege Identity Manager)
Vulnerability Assessment as a Service
Managed FIM (File Integrity Monitoring)
Managed Compliance as a Service
Managed Web Application Firewall
Penetration Testing as a Service
Managed E-Mail Security
Managed Anti Phishing
Managed Web Security
Managed Secure DNS
Managed Encryption
Managed SIEM

PCI-DSS: Payment Card Industry Data Security Standard
ISO 27001:2013: Information Security Management System
HIPPA: Health Insurance Portability and Accountability Act
GXP: Good Practice Quality Guidelines and Regulations
Risk Assessment/Information Health Check as Service
SAP Governance Risk & Compliance

Benefits
Complete Security Compliance
Reduced operational complexity
Enhanced Productivity
 Minimized Risk
 Low TCO












Compliance with the legal obligations
Compliance with applicable regulations
Achieve ISO 27001:2013 Certification

Write to us at marketing@ctrls.in for more details

CtrlS Datacenters Ltd

USA | India | Singapore | Middle East | APAC
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Building India's Cyber
Security Framework
The evolving nature of cyber attacks and motives behind them pose a threat
not only to national initiatives such as smart cities, e-governance, digital payment
and digital public identity management, which rely extensively on information and
communication technologies, but also to enterprises and consumers. The demand for
cyber security solutions stems from a host of audiences, with varying requirements,

Pravin Prashant
Consulting Editor, VARINDIA

ranging from warfare, espionage or national defence to the protection of intellectual
property and employee, customer, and personal information across all industries (e.g.,
financial services, telecom, infrastructure, transportation, healthcare, etc.)
The BCG-Google Digital Payment Report 2020 forecasts total payments conducted
via digital payment instruments in India will be in the range of $500 billion by 2020,
which is approximately 10x of the current levels i.e. $50 billion and presently majority
comes from banking transactions. In future, India's digital payment will be a mix of:
Mobile Wallet, Mobile Payment, Aadhaar Enabled Payment Systems (AEPS), Bank
Wallets, USSD and others and India needs to secure its digital payment by building its
own cyber security framework to provide secure payment to its citizens.
The global cyber security market is expected to reach approximately $190 billion
by 2025 from $85 billion today and will be driven primarily by increasing digitisation
wave and smartphone penetration. The market is expected to grow at a CAGR of
8.2 per cent from 2015–2025. According to NASSCOM & DSCI Cyber Security
Roadmap, the Indian IT industry has charted out a vision 2025 to “Grow the Indian
cyber security products and services industry to $35 billion, create one million cyber
security jobs and 1,000 cyber security startups by 2025”.
The First Edition of Cyber Security India Conclave 2017, organized by
VARIINDIA, India’s leading ICT publication has tracks on: Building India's Cyber
Security Framework, Securing FinTech Companies, Securing Smart Cities and IoT
devices, Creating one million cyber security experts and 1,000 cyber startups by 2025,
and Strengthening Data Protection and Cyber Security Laws.
The objective of Cyber Security India Conclave 2017 is to get leading policy
makers, government agencies, mobile operators, mobile wallets, vendors, bankers,
OTT players and cyber security exports to chalk out right cyber security policy for
India which would be beneficial for Digital India, Digital Payment, and Smart Cities.

www.varindia.com/cyber-security
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Cyber Security India Conclave 2017
3rd Feb 2017, Hotel Shangri La's Eros, New Delhi

Conference
BUILDING INDIA’S
CYBERProgramme
SECURITY FRAMEWORK

8:30 – 9:30

Registration

9:30
– 10:45
Session
India’s Cyber
Security Framework
Cyber
Security India Conclave
2017 isI:aBuilding
premier one-day
event dedicated
towards bringing multiple stakeholders
Many
countries
have
their
own
cyber
security framework be it the US or Israel so why India
from the enterprise and Government sectors together.
is not having its own Cyber Security Framework. What would be the structure of Cyber
SecuritybyFramework
different
of Cyber Security Framework keeping in
The conference is being organized
VARINDIA, and
India’s
leadingcomponents
ICT media publication.
view the changing times.
An exciting conference whichPresenters:
includes range of keynote presentations, panel discussions and exceptional
• a rare
Shri.
KirentoRijiju,
Home
India subject matter experts
networking opportunities provide
chance
learnMoS
and for
speak
withAffairs,
leadingGovt.
cyberofsecurity
•
Sahu, Chief Editor, VARINDIA
and solution providers from across
theDeepak
country.
•
Marc Kahlberg, CEO, Vital Intelligence Group, Israel
•
Hemal
Senior VP-India
Operations,Media
Sophos
Entry to the conference is complimentary
forPatel,
Government,
Large Enterprises,
and Industry Associations.
•
Rama Vedashree, CEO, DSCI
•
Kapil Awasthi, Regional Manager, Checkpoint
•
Atul Gupta, Partner-Cyber Security Services, KPMG
•
Deepak Kumar Rath, Editor, Uday India
10:45 – 11:00
11:00 – 12:00

Join us toNetworking
Understand:
Tea Break

Who Should Attend:

Session II: Securing FinTech Companies

Government Agencies
How cyber security will impact digitization of enterprises and
As per Google BCG Report, India’sNetwork
digital Solution
paymentProviders
market is planned to increase from $50
what should be their strategic move
bn toIndia
$500bybn
by 2020 which is 10xIndependent
from the current
With demonetization of Rs 500
Softwarelevel.
Vendors
How to achieve secure proof Digital
2020
firmsfor mobile wallet is increasing day by day so
and Rs
1,000 onand
November 8, 2016,Consulting
the demand
Innovations in cyber security space
by startups
Managed
Servicecompanies.
Providers (MSSPs)
established players
there is a need for securing both banks
and Security
mobile wallet
Infrastructure
Providers
How to make our smart grids safe
and
secure
Presenters:
Financial Institutions
Knowing the gaps with respect to skill development and
•
Arvind Gupta, National Technology
Head,
Bhartiya Janata Party
Mobile Network
Operators
meeting them with requisite training
•
Triveni
Singh,
ASP-Cyber
Crime,
STF,
UP
Police
Application
Providers
How to build and manage public trust identification systems to
Carmit Yadin, CISO and Director
ofand
Cyber
Division,
Regulators
Policy
Makers Vital Intelligence Group,
deliver mass financial services •
OEM’s & System Integrators
How Brands make a difference to enterprise
and consumers
Israel
ICT Hardware/Software Vendors
Panel Discussion:
Academia
IndustryEditor,
Associations
Moderator: Pravin Prashant, Consulting
VARINDIA

Panelists:
•
Vipin Tyagi, Executive Director, C-DOT
•
Prem K Gurnani,
State Bank of India
MediaDGM-SOC,
Partners
•
K.B. Lal, Advisor, Information Security, Oxigen Services
•
Puneet Kaur kohli, EVP - IT & Group CTO, Bajaj Capital
•
Gurpal Singh, Sr. Market Analyst, IDC CCR India

12:00 – 13:00

Session III: Securing Smart Cities and IoT Devices
India has announced 100 smart cities program and in order to maximise productivity and
efficiency are also deploying IoT and M2M devices in different verticals as well as smart
cities. One need to understand what all security standards should be put in place to deploy
Kalinga Digital Media Pvt. Ltd.safe cities in India.
Quick Contact:
A84A/3, Rose Apartment, Paryavaran
Complex,
Ph: 011-41656383, 011-46061809
Presenters:
IGNOU Road, New Delhi - 110030
Website: www.varindia.com
•
Brijesh Singh, Inspector General of Police (Cyber),
Maharashtra Police
•
Eric Loit, Chief Systems Architect, RAN International
•
Purushottam Kaushik, Sr. Advisor- Smart Cities and Infrastructure, McKinsey India
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Panel Discussion:
Moderator: Pravin Prashant, Consulting Editor, VARINDIA
Panelists:
•
Musadiq Basu, Dy SP (IMS), PHQ J&K
•
Pankaj Kumar Gupta, OSD, Strategy, Business Growth & Operations, (n) Code
Solutions (A Division of GNFC)
•
Ajay Purohit, Sr. Vice President, Fourth Dimension Solution
•
Shree Parthasarathy, National Leader- Cyber Risk Services, Deloitte
•
Samir Datt, Founder & CEO, Foundation Futuristic Technologies
•
Rajnish Gupta, Sales Director, RSA India
13:00 – 14:00

Networking Lunch Break

14:00 – 15:15

Session IV: Creating One Million Cyber Security Experts and 1,000 Cyber Start-ups
by 2025
According to NASSCOM-DSCI Cyber Security Report India will need around one million
cyber security experts and 1,000 cyber start ups by 2025 but there is no Indian EC Council
equivalent for cyber security training in the country. The focus is on creating Indian EC
Council for cyber security which is advanced and also cheap so that we can create world class
cyber security experts.
Presenters:
•
Trishneet Arora, CEO, TAC Security
•
J S Sodhi, CIO, Amity University
Panel Discussion:
Moderator: Shrikant Sinha, CEO, Nasscom Foundation
Panelists:
•
Amajit Gupta, ICT Expert & Angel Investor
•
Dinesh Pillai, CEO, Mahindra Special Services Group
•
Rohit Srivastwa, Senior Director (Cyber Security & Education), Quick Heal
•
Damodar Sahu, Partner & Industry Advisor-Digital, Wipro
•
Debabrata Nayak, Chief Security Officer, Huawei India

15:15 – 16:30

16:30 – 16:40
16:40 onwards

Session V: Strengthening Data Protection and Cyber Security Laws
There is lot of loopholes in the existing cyber security laws which need to be strengthened as
India is moving at a fast speed to be a digital nation of the world. India should have model
Cyber Security Law which can take the best things of other countries thereby providing the
best legal framework for banks, new age companies, corporates and others.
Presenters:
•
Shri. PP Chaudhary, MoS for Electronics & IT, Law & Justice, Govt of India
•
Pavan Duggal, Founder & Chairman, International Commission on Cyber Security
Law
•
Rajat Chand, Managing Director, CSDC India
Panel Discussion:
Moderator: Pravin Prashant, Consulting Editor, VARINDIA
Panelists:
•
E.S. Ranganathan, Managing Director, Indraprastha Gas
•
Triveni Singh, ASP-Cyber Crime, STF, UP Police
•
Anil Dhawas, Civil Judge Senior Division & Additional Chief Judicial Magistrate
Daryapur, Dist. Amravati, Maharashtra
•
Samir S. Kanthale, Joint Director, Judicial Officer’s Training Institute, Nagpur
•
Keerti Nileish Mahajan, Professor, Bharati Vidyapeeth University
•
Harold D’Costa, CEO, Intelligent Quotient Security System
•
Amit Malhotra, VP Sales-India & MEA, Seclore Technologies
•
Deepak Maheshwari, Director - Government Affairs, India & ASEAN, Symantec
Valedictory Remarks
High Tea
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Building India’s Cyber
Security Framework
Securing Critical Infrastructure
10
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Making India Cyber Resilient
India needs to have a National Cyber Security Agency in place, which should be responsible for
policy formulation and implementation at the national level
The upward trend of security breaches,
malware and hacking cases every year
are irrefutable. In the year 2016, cyberattacks cost the world $575 billion and
numbered 90 million. During the same
period, India witnessed some large-scale
cyber-attacks across verticals such as
information of 32 lakh debit card holders
of various Indian banks being hacked,
IRCTC website attack, LinkedIn being
targeted by attackers and the hacker group
called Legion claiming to hack the Twitter
accounts of prominent personalities.
The recent attacks across the globe have
brought cybersecurity to the fore and
made it a boardroom discussion. As per
Gartner, enterprise security spending
(hardware, software and services) in India
hit $1.12 billion in 2016.
To bring about a wave of change that
will make our ecosystem more secure, we
need to focus on the following points:
Strengthening Cyber Security Framework;
Financial Service Companies; Securing
Smart Cities and IoT Devices; and Need
for Trained Security Professionals.
Strengthening Cyber
Security Framework
While the National Cyber Security
Policy, 2013 provides a framework
to protect data of individuals and
corporations, it leaves room for
interpretation. We have been spending a
major chunk of our resources in tackling
localized cybercrime while responding to
major attacks on a case-to-case basis. The
Prime Minister’s Office (PMO) created
the position of National Cyber Security
Coordinator in 2014, keeping in mind the
increasing importance of cybersecurity.
However, there is no national security
architecture in place as of today that
can assess the nature of cyber threats.
The challenge is the legal framework, as
the internet is not restricted to a single
geographical boundary. We need to have

a National Cyber Security Agency in place
which would be responsible for policy
formulation and implementation at the
national level.
Financial Service Companies
The Indian Government’s decision
of demonetization followed by the
call for a “less-cash” economy has put
focus on the financial services sector.
Providing seamless experience to the
consumers covering a range of services
while managing the digital identities of
individuals and enterprises is a major
challenge for all companies which allow/
enable online monetary transactions.
Incorporating the security features that
work in tandem with the overall design
of the application and the services is
going to be crucial in the coming years.
It is also essential for enterprises to assess
risks properly by creating a cyber risk
calculation framework to help balance
the business risks and ease of use for
customers.
Securing Smart Cities and IoT Devices
The present Government’s increased
focus on development to create
opportunities has led to the Digital India
initiative. However, this demands a robust
communications infrastructure which
will, in turn, rely heavily on accessing and
analyzing sensitive data or information.
This throws the spotlight once again
on the Information Technology (IT) sector
and data security. The complex web of
interconnected devices continually opens
up gateways to information, and countless
access channels makes for increased
difficulty in keeping a watch over the
safety of such online data. Hence, there
is a pressing need for an increased focus
on the security infrastructure and a policy
framework for IT security across India.
Constant coordination between
government and local planning authorities

will play an important role in making smart
cities secure. Meticulous planning will be
required to address the safety and security
needs of commercial establishments,
railway stations, airports, city markets
and shopping malls, residential areas and
educational institutes.
Need for Trained Security
Professionals
NASSCOM predicts that India will
need a workforce of one million skilled
security professionals by 2020. As of today,
India is facing a shortage of cybersecurity
experts which further complicates the
situation. The Government needs to
encourage more educational institutes
which offer specialized cybersecurity
courses with more than than just theorybased knowledge. A close collaboration
between the private sector and government
will help the institutes to churn out
professionally trained manpower.
This also opens a window of
opportunities for start-ups due to the
best of technologies adopted by such
companies. Cybersecurity is a growing
concern for enterprises as well as the
government which will further fuel the
growth of start-ups.
Technology provides a number of
facilities, it also brings with it a host of
problems for security of communications,
data and infrastructure. The illusion of
protection from cyber-attacks is a thing
of the past and it can be said that no one
is secure. What we need today is an army
of trained cybersecurity professionals
who can help in minimizing the impact of
cyber-attacks with continuous monitoring,
early detection and quick response.
Kartik Shahani,
Managing Director –
India & SAARC, RSA
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Building India’s Cyber Security Framework
The government and private sector should work together to give cyber security not only verbal
enhancement but also back it up with their long-term security and risk management plans
India is currently ranked fourth in
the world, according to a 2016 leading
cyber entity report pertaining to largescale cyber-attacks. On 23rd August,
2016, there were just over 390,000 cyberattacks against India that were reported
in the documented open-source arenas.
Based on this extremely disturbing fact,
one must also ask how to rate the current
cybersecurity infrastructure in India and
how can it be strengthened?
The cyber-attacks cannot be prevented
by the simple security services in isolation.
Vulnerability or threat is an extremely
misplaced and broad term in the case of
cyber-attacks as technology is changing
every day. The defence of cyberspace
necessarily involves the forging of
effective partnerships between public
organizations charged with ensuring
the security of cyberspace and those
who manage the use of such space like
government agencies, banks, critical and
strategic infrastructures, manufacturing
and service enterprises in industry and
individuals.
India has all the right reasons to be
extremely vulnerable as there is no real
cyber awareness education, teaching or
training for the vast majority of India’s
1.25 billion population.
All of the government and the larger
private-sector players give cybersecurity a
verbal enhancement but not a real priority
in their long-term security and risk
management plans. There is, however,
certain consensus and understanding
between the government and private
sector that the only way to build a solid
platform and cyber secure framework is to
work together and implement this jointly,
as was done in an extremely successful IT
initiative several years back. In essence,
there is a real sense of false security being
created but no real understanding among
the population that a massive cyberattack could really shut down or worse
12
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take control of critical and strategic
infrastructures such as power plants,
airports, hospitals and indeed the media
infrastructure, wreaking mass havoc and
casualties to human lives and property
just as a massive terror attack or a largescale bombing could.
In
asking
what
immediate
precautionary measures must India take
to ensure cybersecurity and continuous
overall security, especially when we have
migrated to a system where all individual
data is available online and territorial
borders are only coloured lines on a map,
one should divide the threats into private
sector, including the average individual,
corporate and then government.
Cyber awareness education and
training are paramount and of vital
importance. Cyber defensive technologies
are essential and preemptive proactive
awareness is critical.
Without basic awareness of all risk
spheres and sectors and understanding
the critically real dangers from the ground
up, the building of India's cybersecurity
framework will be all but lost.
The government, for example, may
take years to purchase a new technology
that will assist without delay, but by
the time the procurement process is
authorized, new attacks and threats
become evident and the cycle simply
becomes a vicious one.
In appreciating that Israel is dubbed a
cyber powerhouse, one must understand
that the challenges and ongoing array of
“defending against attack” experience
Israel faces hourly, and this has been for
as long as the State of Israel has been
independent, have created an awareness
and understanding that society must
be predicative, proactive and indeed
vigilant in defending itself and with
government backing. Hence, the result
is a full understanding that cyber defence
alongside physical security is, indeed,

the future and knowing the threats and
the enemy is critical and vital to survival
and continuity. There is no room for
complacency in the Israeli society.
"The best defence is a good offence"
is an adage that has been applied to many
fields of endeavour, including games
and military combat. It is also known
as the Strategic Offensive principle of
war. Generally, the idea is that proactivity
(a strong offensive action) instead of
a passive attitude will preoccupy the
opposition and ultimately hinder its ability
to mount an opposing counterattack,
leading to a strategic advantage.
In developing and improving the
cybersecurity infrastructure of India, one
must realize that after government, banks
and the private sector are, indeed, the most
favoured for cyber-attacks. Awareness,
education, training, the right technology
and the sharing of intellectual knowledge
are all essential in order to ensure that by
cooperative measures we can all succeed
in delivering the tools to detect, delay and
eventually deter the threats.
Envisioning India’s cybersecurity
framework, India could possibly gain by
replicating definite elements of Israel’s
cybersecurity ecosystem, and adapt, in
accordance with its respective needs.
Israel’s cybersecurity domain is extremely
security-aware and constantly evolves as
cyber-threats evolve. A recent change
affecting Israel’s cybersecurity ecosystem
promotes participation by numerous
actors via infusing a mélange of the
governmental sector, leading corporate
companies and academia.

Marc Kahlberg
CEO & Managing
Director, Vital
Intelligence Group

India's Cyber Security Framework
One needs to focus on all verticals – be it securing FinTech companies, smart city and IoT
devices and also working on cyber laws
The discussion on cybersecurity
couldn’t have assumed more significance
than the post-demonetization phase.
With the entire country rallying
behind the Prime Minister’s drive to
abolish black money and corruption
by wholeheartedly endorsing the
demonetization measure, it has been a
field day for digital payment gateways,
banks and other digital wallet players
like Paytm.
But is the country’s security
infrastructure robust enough for India
to jump on the all-digital-banking
bandwagon? This will be top of the
government’s agenda. If the recent
cybersecurity breach at top banks like
the State Bank of India and Indian
Overseas Bank is any indication, then
the more digital we go, the more
vulnerable our systems will get. This
is especially so as users adopt mobile
banking.

Securing FinTech Companies

FinTech companies are benefiting
from
several
pioneering
and
paradigm-shift financial technology
breakthroughs, including the mobileonly stock trading app Robinhood that
comes fee-free for trades and peer-topeer lending sites like Lending Club
that promise to offer competitive rate
loans. Emerging technologies that seek
to capture a significant share of the
pie include mobile banking, mobile
trading on commodities exchanges,
digital wallets (like Apple (AAPL) and
Google's (GOOG)), financial advisory
and robo-advisor sites like LearnVest,
and all-in-one money management
tools like Mint.
In an age where digital is seen as
the norm, it is easy to lose sight of
the inherent loopholes that can be
exploited. And FinTech companies are
no exception. The threats are diverse

from data, to security, to identity and
risk, and to their implications in the
digital finance age. And this threat is
compounded by the fact that different
companies have different needs to cater
to, multiplying the probability of data
compromise.

Securing Smart Cities and
IoT Devices

No matter how grand and how
complex the digital concept gets,
the underlying data security threats
to such revolutionary technologies
remain fundamental. The fact that
myriad small-scale technologies come
together to power the concept of smart
cities is a strong recipe for hackers to
exploit. And the security of smart city
components is not receiving their due
share of focus either. The hacking of
Dallas road signs, and of a giant video
billboard for playing porn in Indonesia,
are clear examples of such a scenario.
The underlying problem is neither
no encryption nor robust encryption
in place, but bad key management.
Products ship with private keys that
are shared across devices. The attacker
needs only get inside one device to then
compromise all devices. And updates to
embedded systems and IoT solutions
are not being signed, giving rise to the
probability of MIM attacks.
The key to the solution for all
these problems is to secure data at the
most fundamental levels. This is where
encryption assumes much significance
in overcoming underlying vulnerabilities
in more sophisticated devices.

Creating One Million Cyber
Security Experts

An ever-growing number of
cyber-attacks and effort to secure
data have been behind NASSCOM’s
initiative toward creating one million

cybersecurity experts and 1,000 cyber
start-ups by 2025. It estimates that the
Indian IT sector will likely reach the
$350-billion mark by 2025. Ten per cent
of it will come from cybersecurity.
In addition to boosting the country’s
GDP, the move will likely create a million
jobs and engender 1,000 start-ups. Such
a digital landscape is both a boon and a
ban – a boon because consumers’ lives
are getting much simpler and a ban
because the attack vector is going to
increase several notches.
To mitigate the risks of data breaches
and data compromise, companies
need to take evasive and pre-emptive
steps. They can do this by encrypting
their data end to end with robust key
management.

Strengthening Data
Protection and Cyber
Security Laws

As “prevention is better than cure”,
so is proactively protecting data than
taking a fire fighting approach once
the damage is done. Unfortunately, not
many companies seem to share this
philosophy. These companies consider
it more prudent to face litigation
following a data breach than investing
in securing data.
A stronger, simpler and clearer
data protection framework will enable
companies to unleash their potential.
Economic growth, innovation and job
creation will then become inevitable.
Customers can remain assured, knowing
their valuable personal data will be
managed with care and diligence.
Rahul Kumar
Country Manager
& Director
WinMagic India
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Cyber Security for Digital India
A holistic approach to information security gives IT powerful centralized control over the
management, access, and hosting of business-critical apps and data
Businesses put more on the table
with every advancement in technology,
so they have to effectively manage
risks. As India takes steps towards a
digital economy, the hacking targets
go up exponentially. This fact is
substantiated from the recent incident
where 3.2 million debit cards issued by
Indian banks were compromised due
to a security loophole in the back-end
infrastructure.
In a separate incident, where millions
of dollars were taken from banks when
hackers broke into and gained access
to SWIFT international transactions
network, further
highlights
the
fragility of the
security setup in large
complex IT

Secure Apps
and Data

Secure
Mobility

Data Loss
Prevention

Business
Continuity

environments.
A global survey by Citrix and the
Ponemon Institute on IT security
infrastructure found that 83 per cent
of businesses around the world believe
that they are most at risk because
of
organizational
complexities,
14
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emphasizing the need to have a holistic
look at the security posture. The results
also found:
•
79 per cent of respondents
are worried about security breaches
involving high-value information.
•
The protection of apps and
data is more critical than ever, with
74 per cent of businesses saying that
a new IT security framework is needed
to improve security posture and reduce
risk.
•
71 per cent say there is
risk from their inability to control
employee’s devices and apps.

As for planning for the
future:
• 73

per cent say data
management, 76 per
cent say configuration
management,
and
IT Compliance and
Governance
72 per cent say app
management
are
the keys to reducing
the security risk over
the next two years in
building a new IT infrastructure.
•
75 per cent say their
organization is not fully prepared to
deal with the potential security risks
resulting from Internet of Things
(IoT).
A holistic approach to information
security gives IT powerful centralized
control over the management, access,
and hosting of business-critical apps
and data. Organizations need five
critical enterprise security capabilities
to achieve complete coverage over
what matters most:

1. Secure Apps and Data
As

companies

have

expanded

beyond headquarter locations to wellintegrated branch offices and overseas
operations, access to corporate data
has spread out.
For employees, third-party vendors
and contractors, organizations must
find a way to maintain appropriate
levels of access to apps and data,
keep information off endpoints, and
monitor unusual activity to reduce
security risk.

2. Secure Mobility

People are now accessing data
in more places, often over untrusted
networks, and often on personally
owned devices where personal and
business apps live side by side. All of
this means a significantly increased
potential for information loss or
theft.
IT teams need to protect data
and ensure compliance through a
comprehensive enterprise mobile
security approach that ensures
technology and mobility strategy work
together. With mobility, it is paramount
to seamlessly deliver an unparalleled
user experience and a comprehensive
security coverage.

3. Data Loss Prevention

Intellectual property (IP) and
other sensitive business data are
prime targets for attacks. Information
like trade secrets, customer records,
business plans, and financial data are
highly valuable to cybercriminals, state
actors, hacktivists, and, in some cases,
even malicious insiders.
IT and security teams need a
proactive approach to security. By
controlling data, and granting access
to IP-based on each user’s needs while
ensuring privacy, achieving compliance,
thwarting attacks, and preventing data

loss or alteration.

4. IT Compliance and
Governance

Ensuring compliance is an important
part of meeting legislative mandates
and protecting your organization, but
establishing sound policies, enforcing
them, and monitoring are no longer
enough.
Satisfying information governance
demands takes centralized control,
systematic logging, reporting, and
auditing processes that are thorough
enough to track users across apps and
data, yet flexible enough to address
emerging regulations and standards.

5. Business Continuity

Disruptions are inevitable, but they
don’t have to slow your business. A
well-designed business continuity plan
that includes IT service continuity
and workforce recovery will ensure
the people running your business
can remain productive. It also helps
protect you from financial losses,
damaged reputation, lost productivity,
and weakened customer and partner
relationships.
Organizations are increasingly
looking to shift focus on securing
their most important business assets
– applications and data – looking to
both simplify and strengthen security
without compromising productivity.
From a technology perspective,
there are five areas where IT teams
should focus their efforts to improve
the overall security posture of their
organization:

1. Identity and Access

Up-level the enterprise security
beyond user names and passwords
by controlling access, authentication,
and authorization to your apps, data,
and network for employees and third
parties.

2. Network Security

Protect the network and provide
encrypted delivery of apps and data
while ensuring 100-per cent uptime
and performance. Technologies like
software-defined WAN and intelligent
application
delivery
controllers
are leading charge in this space by
helping organizations achieve security,

Cyber Security Framework
compliance, and risk mitigation
through secure remote access, network
segmentation, and access control.

3. App Security

Take control at the application
level. Centralize your apps in the data
center or cloud, and provide secure
access regardless of device. This
helps you protect sensitive business
information and defend against zeroday and denial-of-service attacks.

4. Data Security

Secure enterprise data in the data
center or cloud instead of on endpoint
devices.
Containerization,
data
encryption, and secure file sharing can
reduce the risk of leaks and attacks,
including on mobile devices, while
helping ensure regulatory compliance.

5. Monitoring and Response

Advanced
monitoring
tools
give you full visibility into your
IT infrastructure. Detect threats,
misconfigurations, and performance
issues so you can respond fast and
avoid user interruption. Comply with
regulations and reduce the scope of
security and compliance audits.
The modern enterprise workforce
calls for deep, comprehensive security
to keep data and applications safe no
matter how people work – any location,
any device, any access method. Best

practices for security encompass
identity and access, network security,
application security, data security,
monitoring and response to ensure
both protection and productivity
in every application/data access
scenario.
The Citrix platform provides
a unified approach to application,
data and network security across the
environment. Security has always been
the core capability of Citrix, with
security being ubiquitous across all the
product offerings. With the increased
use of mobile devices and BYOD,
employees can now access corporate
applications and data from their
own devices both within and outside
corporate network securely.
Citrix enterprise security solutions
can protect your data, application and
network as attacks of all kinds get more
sophisticated. As more people need to
access information from both inside
and outside your corporate network,
the need for the secure delivery of
business-critical apps and data has
never been greater.
Nikhil Bagalkotar
Chief Technologist –
Workspace & Cloud
Citrix
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Israel Cyber Security Policy
The government works to promote the national capability in the cyberspace and improve
Israel’s preparedness in dealing with the current and future challenges in the cyberspace
Israel was among the first countries
in the world to recognize the importance
of defending its critical computerized
systems. In 1997, "Tehila" (Government
Infrastructure for the Internet Age –
Israel's e-GOV project) was launched with
the goal of protecting the connection of
government offices to the Internet and
providing secure hosting
for the governmental
sites. In 2002, the
Government of Israel
resolved (in Resolution
84/b) to determine the
areas of responsibility for
protecting computerized
systems in Israel, defining
critical
computerized
infrastructure
and
establishing
NISA
(National Information
Security Authority), which
regulates and advises
critical infrastructures in
the field of information
security.
Given
the
development of cyberspace and the
expansion of threats in that domain,
in November 2010, the Prime Minister
of Israel instructed to establish a task
force which would work to formulate
national plans that would place Israel
among the top five countries leading
the cyber field. This work, named "The
National Cyber Initiative", was led by
the High Committee for Science and
Technology, headed by the Chairman
of the National Council for Research
and Development, Prof. Gen. (Res.)
Isaac Ben-Israel. The task force that
was established included representatives
of the main bodies in the cyber field
in Israel (research, development,
defence, etc), and comprised a number
of subcommittees, which examined
the components essential for Israel's
16
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preparedness in the cyberspace, as well
as analyzing the national benefit with
regard to the economic, academic and
national security aspects.
The central recommendation made
in the framework of the cyber initiative
was to establish a national cyber bureau
that would serve as an advising body

serving the government and its head.
The main activities of the Bureau relate
to the overall government policy and
actions in the cyber sphere with a broad
point of view, civilian and military alike.
On August 7, 2011, the Government
of Israel approved the establishment
of the National Cyber Bureau and
determined that the Bureau would lead
the promotion of the cyber-related
matters in Israel, coordinate between the
various bodies, enhance the protection
of national infrastructure from cyberattack and encourage the advancement
of the subject in the industrial sphere. All
of this, with the vision of placing Israel
among the top five countries leading in
the field within a relatively short number
of years.
The Bureau functions as an advising

body for the Prime Minister, the
Government and its committees, which
recommend national policy in the cyber
field and promotes its implementation in
accordance with the law and government
resolutions.
The Bureau works to promote the
national capability in the cyberspace
and improve Israel's
preparedness in dealing
with the current and
future challenges in the
cyberspace.
It is charged with
improving the defence of
national infrastructures
critical to the continuation
of normal life in the State
of Israel and to protect
them, as much as possible,
from
cyber-attack,
while advancing Israel's
position as a centre of
information technology
development, and at the
same time encouraging
cooperation
between
academia, industry and the private sector,
government offices and the security
community.

The Bureau is charged with
promoting three central areas
in the cyber field in Israel:

1. Advancing defence and building
national strength in the cyber field
2. Building up Israel's lead in the
cyber field
3. Advancing processes that support
the first two tasks
The Bureau's tasks are outlined in
Government Resolution No. 3611 dated
August 7, 2011:

Regarding consolidating a
National Cyber Policy

1. To advise the Prime Minister, the

Government and its committees regarding
cyberspace. In matters of foreign affairs
and security, the advice provided to the
Government, to its committees and to
the ministers, will be provided on behalf
of the Bureau by means of the National
Security Council.
2. To consolidate the government’s
administrative work and that of its
committees in the cyber field; to prepare
them for their discussions and follow-up
on implementation of their decisions.
In matters of foreign affairs and security,
the consolidation of administrative work,
preparation for discussions and followup on implementation of decisions will
be carried out by the National Security
Council.
3. To make recommendations to the
Prime Minister and the Government
regarding National Cyber Policy; to guide
the relevant bodies regarding the policies
decided upon by the government and/or
the Prime Minister; to implement policies
and follow up on their implementation.
4. To inform all the relevant bodies, as
needed, about the complementary cyberrelated policy guidelines resulting from
government resolutions and committee’s
decisions.
5. To advance coordination and
cooperation between governmental
bodies, defence community, academia,
industrial bodies, businesses and other
bodies relevant to the cyber field.
6. To advance legislation and
regulation in the cyber field.

Regarding enhancement of
Cyber Security

7. To serve as a regulating body
regulating body in fields related to
cybersecurity, as detailed in Article I of
Addendum B.
8. To determine and reaffirm, once
a year, the national threat reference in
defending cyberspace.
9. To formulate a national concept
on dealing with emergency situations in
cyberspace.
10. To conduct national and
international exercises to improve the
State of Israel’s preparedness in the
cyberspace.
11. To assemble intelligence picture
from all the parties in the intelligence
community regarding cybersecurity.
12. To assemble the national situation
status regarding cybersecurity from all

relevant parties.
13. To advance and increase public
awareness to threats in cyberspace and
mechanisms to cope with them.
14. To formulate and publish
warnings and information for the public
regarding cyberspace threats, as well as
practices for preventative behaviour.

Regarding strengthening of
Israel's lead in the cyber field

15. To promote research and
development in the cyber field and
supercomputing in the professional
bodies.
16. To advance the formulation of
national education plans and wise use of
cyberspace.
17. To work to encourage cyber
industry in Israel.
18. To promote cooperation with
relevant bodies abroad
Alongside forming the Bureau and
establishing it, which is a considerable
task on its own, last year the Bureau
promoted many significant activities
in various fields in cooperation with
industry, academia and the governmental
sector. Several of them are listed below:

In the field of cyber defence:

• Working to formulate a national
defence strategy and is beginning to build
the way in which it will be implemented
in cooperation with the relevant bodies.
• Establishing a national cyber
situation room, in the Bureau, which is
tasked with forming the national cyber
situation picture, as well as sharing
information between the defence
community, the public sector and the
private sector.
• Working to establish cross-industry
and industry-specific regulation, adapted
to each area in cooperation with
government offices.
• The INCB also established a
committee for the definition of the cyber
professions.
• Promoting cybersecurity within the
civilian and private sectors, in cooperation
with other government offices.
• Working towards the establishment
of a national cyber situation assessment
and the definition of the national cyber
threat reference.

Promoting Israeli Cyber

Defence Industry

•
Establishing
the
"Kidma"
(Advancement of Cyber Defence
R&D) programme to prioritize the
cyber defence industry, in cooperation
with the Chief Scientist of the Ministry
of Industry, Trade and Labour, in the
amount of 80 million NIS over two years
beginning in 2013.
• Establishing the "Masad" (Dual
Cyber R&D) programme to promote
national and defensive cyber technologies
together, in cooperation with Mafat
(Directorate of Defence R&D in the
Ministry of Defence), in the amount of
10 million NIS for 2012-2013.
• Encouraging investments by
international companies in the State of
Israel.

Developing academia and
human capital

• Establishing an academic research
fund for cybersecurity in cooperation with
the Ministry of Science and Technology,
in the amount of 32 million NIS for
2012-2014.
• Granting scholarships to students
studying for advanced academic degrees
in the cyber field, in cooperation with the
Ministry of Science and Technology, in
the amount of 16 million NIS for 20122014.
• Initiating the establishment of
advanced degree programmes in the
cyber field.
• In addition, the Bureau supported
the establishment of the "Magshimim
Leumit" programme, which is a threeyear excellence programme focussing
on training and developing expertise in
the cyber and computer fields among
outstanding students aged 16–18 residing
in peripheral areas.
• Working with the Council for
Higher Education and relevant academic
institutes to establish a strategic plan for
the advancement of the academia in the
cyber field.
• Working to establish an online school
and a research institute for cyber studies.

In the international
cooperation field

The Bureau acts to develop foreign
relations in the cyber field with friendly
countries for various purposes such as
information sharing, mutual R&D and
more.
www.varindia.com/cyber-security

17

Cyber Security Blueprint for Digital India
One needs to identify and resolve threats in the early process and strengthen the security of
physical infrastructure, conveyances and information assets, to establish a sustainable supply
chain security management system
While there is still no simple answer or
solution to the cyber security challenge,
it is increasingly apparent that there are
steps the global community can take –
as well as individual organizations – to
drive demonstrable progress in reducing
cyber security risk, including the need
to collaborate to reach agreement on
principles, laws, standards, best practices,
norms of conduct, and protocols – with
recognition that trust has to be earned
and continuously validated. To drive
progress in the global community, it is
likely that governments will have to take
the lead – or at least be active facilitators
and participants – to establish united and
integrated governance to drive forward
comprehensive
and
collaborative
approaches to cyber security.
Supply chain risk is one part of the
over-arching cyber security risk that
an organization must understand and
manage to be successful. It is important
to recognize that an organization cannot
address supply chain risk appropriately
without implementing the measures
necessary to handle risk across the
board. The ENISA report pointed out
that although many countries, industries,
and agencies have concerns about supply
chain risk, there is a fragmentation of
efforts and an absence of coordination
between and among them, which the
report says is necessary. Also NIST
supply chain cyber security framework
addresses some of the issue. The report
includes a number of actions that they
characterize as necessary, including the
need for a consistent view, practices,
and metrics, which ENISA believes is
necessary for there to be an appropriately
coordinated programme, including in
the areas of research and development;
the need for independent evaluation and
certification; a supply chain integrity
framework, referenced above; and the
18
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need for consideration of legislative
action.
ISO28000-compliant supply chain
security management system can identify
and control the security risks during
the end-to-end process from incoming
materials to deliveries to customers. The
Vendor needs to check the integrity of
the third-party components during each
of the incoming material, production
and delivery processes, record the
performance, and establish a visualized
traceability system throughout the
process. Governments would do well
to initiate conversations among major
buyers of ICT about what security
requirements they should consider asking
for, or requiring from their suppliers.
Convening
meetings
of
representatives of key sectors of critical
infrastructure could identify sectorspecific security requirements that cut
across the sector. Cloud computing
has developed rapidly in recent years,
becoming an important feature of
ICT supply chains. It involves the
remote provision of services to replace
certain hardware elements to which
users previously needed physical
access, including extra data storage and
processing power. It can also encompass
software as a service. The promise of
software-defined networks (SDNs) is
usually expressed in similar terms as
most innovations in network technology
will allow network operators to improve
speed and efficiency. In traditional
networks, switches and routers are preset with instructions on how to forward
data traffic, and must be manually altered
or upgraded. In SDNs, by contrast, the
instructions controlling traffic can be
altered through software administered
from a remote location.
Organizations need to ensure
products and services integrity in global

supply chain. We will identify and resolve
threats in the early process, and strengthen
the security of physical infrastructure,
conveyances and information assets,
to establish a sustainable supply chain
security management system, identify
supply chain risks and work out plans to
address these always changing threats and
dangers to ensure increased resilience
of supply chain from disruption. We
will establish accurate and effective
traceability system to identify and
determine problems on the first time,
quickly implement supply chain recover
and prevent products from being tainted
is our critical task. T
Traceability system establishment is
another important task, which prevents
tainted and counterfeit products from
entering supply chain. Corporate
method to strengthen supply chain
security, that is, establishing security
baseline according to customers’ and
corporate requirements and industry’s
standards such as ISO28000/TAPA/CTPAT, then imbed baseline into business
process to form an integral part of
business process. Secure products in the
“last mile” take stringent measures on
regional warehouse inbound; inventory
and outbound management also select
logistics service from first class and
trusted LSP and build product site
inspection mechanism. These are the
key measures that need to be taken to
improve cyber security of supply chain
to make ICT growth more robust and
viable.

Dr Debabrata Nayak
Chief Security Officer
Huawei
Telecommunication India

Building India's Cyber
Security Framework
India is taking big and bold steps
towards digital enablement with
programmes like Digital India, Smart
Cities and eGovernance, thereby
augmenting the Government-toBusiness
and
Government-toPeople connect. With similar gusto,
business enterprises are adopting new
technologies like Internet of things
(IoT), Cloud and Artificial Intelligence
to recreate their customer’s experience
and streamline their value chains. This
technological march is practically
integrating the physical world and
cyber world and in effect opening up
a new digital frontier.
Securing this space is critical for
our national growth and we need
to be constantly mindful of the
myriad threats and challenges posed
by complex disparate systems and
sophisticated threat agents. This
threat regime needs a whole new level
of protection based on the caveats
of robust security, intelligence-based
monitoring and integrated resilience.
Additionally, the response needs to
be contextualized based on the users,
industry and threat profiles. For
global organizations, it is even more
pronounced as they need to manage
cybersecurity across regions or sectors
with different standards, leading to
conflict and inconsistencies. The
response frameworks are outdated,
incomplete and remain too focussed
on IT as they have traditionally relied
on “bolt-on” upgrades and a multitude
of heterogeneous security software
products. The lack of standard
cybersecurity framework also leads to
governance issues. A problem even
more compounded in the case of
an M&A (mergers and acquisitions)
scenario.
Clearly, there is a definite need
for a new cybersecurity framework in

India to service the digital economy
and secure business and national assets
from attackers who are becoming
increasingly well-funded, persistent
and sophisticated.
This new cybersecurity framework
should be based on the following
principles.
• Modular and scalable to address
a diverse set of businesses and
government initiatives
• Focus on end-to-end security across
the value chain, covering suppliers,
third parties and customers, where
applicable
• Ease of integration with the
business operational model
• Advocates architectural safeguards,
including the need for layered
security
• Defined roles and responsibility
for the security organization
• Reinforces the importance of

•
•
•
•
•

security awareness and training
initiatives
Emphasizes the need to build
security awareness amongst the
developer population
Ability to cover across the secure
software development life cycle
Calls for greater focus on nonfunctional requirements of a
system
Advocates implementation of
security controls closer to the
information asset being protected
Calls for a mindset that treats
internal users as part of the
potential hostile population
Shree Parthasarathy
National Leader –
Cyber Risk Services
Deloitte
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Digital India, Resilient India
we need to consider security and privacy at the time of designing system architecture
Rapid adoption and diffusion of
Information
and
Communication
Technology (ICT) can play a significant
role in India’s quest for inclusive and
equitable development as envisaged under
the government’s ambitious Digital India
program. However, with increasing use of
technology in almost all aspects of human
endeavor and the hyper-connectivity also
exposes the devices, networks and the
information to malicious actions resulting
in denial, diversion, disruption and even
destruction of vital services. This can even
impede day-to-day lives and well-being,
considering that the Internet of Things
(IoT) is now a reality whether it is a power
grid or autonomous cars or the underlying
sensor networks for a Smart City.
Just like the physical world, the cyber
security has to be continuously evaluated
with respect to the risk assessment and
planned and executed in a holistic manner.
Ever since the Prime Minister’s clarion call
to focus on cyber security on the occasion
of silver jubilee of NASSCOM on March
1, 2015 he has been reiterating the crucial
role of cyber security both within the
country and abroad.

Ground Realities

According to Symantec’s 2016 Internet
Security Threat Report (ISTR) , despite
extremely low level of ICT penetration
India was the third largest source of
malicious activity globally and accounted
for every sixth social media scam besides
seeing an incidence of a ransomware every
four minutes! At the same time, 2016
Norton Cyber Security Insights Report
showed that while 40% Indian parents
allowed their children to access the Internet
before age 11, 54% also felt feel that the
children were more likely to be bullied
online than on a playground.
Post-demonetization, there is an
accelerated growth in digital payments
especially through mobile devices.
Unsurprisingly, the Union Budget for
2017-18presented on February 1, 2017
proposes to set up a dedicated Computer
20
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Emergency Response Team (CERT)
for financial services in response to the
recommendation in the Economic Survey
for 2016-17 presented on the preceding day
that cyber- security must be strengthened
considerably to increase trust in digital
payments.

Resilience – The Holy Grail

It is a Utopian thought that risks due
to cyber security threats can be totally
eliminated; their impact can definitely
be mitigated or softened if we focus on
resilience. This is very well brought out
in the cybersecurity framework developed
by the National Institute of Standards and
Technology through the five step process,
viz. Identify, Protect, Detect, Respond and
Recover.

Comprehensive And Consistent
Policy Framework

National Cyber Security Policy 2013 lays
out the key priorities and the Information
Technology Act is the principal legislation
for cyber security. These are not sufficient
by themselves; India also needs specific
legislation on privacy and data protection
as well as for critical infrastructure
protection.

Security By Design

First and foremost, we need to
consider security and privacy at the time
of designing system architecture as well
as developing and deploying products and
services. Since cyber security is contextual
and one-size-doesn’t-fit-all, the legislation
should mandate a risk-based approach
and define specific outcomes (such as
the ability to detect and contain a breach)
without mandating or prescribing how to
go about it.

Let’s Put Our Money Where
Our Mouth Is

Cyber security needs continuous and
massive investment in terms of technology
deployment, people training and process
improvement. However, due to none or

nominal allocations several projects remain
extremely vulnerable. Hence, we should set
aside 8 percent of the every digitalization
project of the government exclusively for
cyber security like Singapore.

Public Private Partnership

As the majority of technical
development and deployment is in the
private sector, public private partnership is
a sine qua non for effectively dealing with
the cyber security threats. While the private
sector can share best practices, public
sector can provide the overarching policy
framework. It is crucial to design these
partnerships on voluntary basis where both
parties find mutual benefit in collaboration
and cooperation. The US-India framework
for cyber security cooperation , the first of
its kind for both the countries, also stresses
this point.

World-Class Cyber Security
Workforce

The roadmap for cyber security released
recently by NASSCOM projects the need
for one million cyber security professionals
by 2025 doubling the even as the National
cyber security policy 2013 projection
of half a million by 2018. As the cyber
security leader, Symantec has partnered
with NASSCOM in this direction and
supported development of courseware for
five job roles besides instituting scholarship
for 1,000 women who get certified as cyber
security professionals by NASSCOM.

Cyber Literacy

We should inculcate cyber literacy and
hygiene to one and all, going beyond the
functional, digital and financial literacy.
After all, empowered users are and should
be the first level of defense.
Protection is Better Than Cure,
Indeed!
Deepak Maheshwari
Director - Government
Affairs, India & ASEAN,
Symantec

Security is the Best Policy
United States have taken a five pronged approach to cyber security – identify, protect, detect,
respond and recover

With the growing publicity of highprofile cyber security incidents, India
is becoming increasingly aware of
security considerations. The National
Cyber Security Policy drafted by CERTIn and the NASSCOM-DSCI Cyber
Security Task Force established in
2015 are examples of India’s efforts to
combat cyber security threats. While
the government’s efforts to combat
cyber crime are commendable, they can
tremendously improve on their cyber
security posture once the National Cyber
Security Policy is fully implemented.
Cyber security threats have been
evolving rapidly and crooks are
coordinating attack vectors to maximise
user vulnerability. According to 2015
Global Cyber Security Status Report, a
whopping 92 per cent believe cyber attacks
are one of the top three threats facing
organizations today. Yet, an alarming
87 per cent say there is a shortage of
skilled cyber security professionals in the
country, and only 41 per cent feel prepared

to fend off a sophisticated attack. This
necessitates the need to prepare for the
threats of the future by ensuring that
clear but flexible national policies support
agile private sector solutions that are best
able to respond to global cyber security
threats.
Nations including the United
States have taken a holistic approach to
safeguard the interests of their businesses
and citizens through five pronged
approach to cyber security – identify,
protect, detect, respond and recover.
To establish a secure environment for
India’s Information Technology (IT)
infrastructure and related assets, it is
imperative to create a solid foundation
to thwart any risks that will ensure both
public and private entities including small
enterprises are well equipped to face the
cyber security challenges of a connected
world.
The exchange and sharing of the
appropriate information at the right
time, coordinated among relevant

actors, is considered the best way to
reduce and mitigate risks and respond
to cyber incidents. A legal framework, if
developed, for appropriate information
sharing between the private sector and the
government, and among the private sector,
while ensuring appropriate safeguards
for the confidentiality of sensitive and
personal information can bring a boost
to the nations cyber security framework.
Due to the global nature of cyber threats,
cybersecurity should not be addressed in
isolation. Coordination and collaboration
between governments and private sector
entities from around the globe are key
elements to achieving an effective and
holistic approach to cybersecurity.
Hemal Patel
Senior Vice President
India operations
Sophos
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Securing FinTech Companies
Is your Data Safe?
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Turning Negative to Positive
Banks include a variety of authentication options within mobile application, not only to keep
customers’ accounts safe but also provide a level of comfort and customer service
We have all seen the news lately –
financial institutions globally are finding
themselves victims of attacks and
breaches which leave their customers
vulnerable and in need of additional
account security and a new payment
card. The good news is that there are
ways in which financial institutions can
ensure that their customers’ accounts are
protected and that they can also easily
replace their payment cards.
Many customers are unaware of
fraudulent activity on their account until
they check their online accounts or bank
statements, which can range anywhere
from a matter of minutes to several days.
Once they, or their financial institution,
discover fraud, it is necessary that both
parties take action to ensure that the
account is secured and any additional
fraud is mitigated.
Today, many financial institutions are
implementing a variety of authentication
methods which allow customers to keep
an even closer eye on their accounts
activity than in the recent past. When
banks include a variety of authentication
options within their mobile application,
they are not only helping to keep
their customers’ accounts safe, but
also providing a level of comfort and
customer service.
For example, customer A is making
a purchase online. After choosing their
items, proceeding to the checkout and
pressing “buy”, the customer almost
instantly receives a push notification
through their banking mobile app which
asks them to authorize the transaction. If
the customer is not making a purchase,
they can decline the transaction and
report fraud of their card or account.
If they are making the purchase, they
can be rest assured that their financial
institution is watching out for them.
Banks can also choose to include mobile
push notifications for high-value banking

transactions and account openings,
which again adds a layer of security to the
account and allows for the consumer to
have additional visibility into their account
activity and ensure that all transactions,
whether a simple online purchase or a
$10,000 transfer is being made.
Breaches and fraudulent account
activity can also have an adverse effect on
the way customers feel about their financial
institution – if breached, consumers
may feel that they can no longer trust
their financial institution and choose to
take their banking business elsewhere.
One customer may not be a big loss to
a bank, but if many customers choose to
leave because of a bank-wide breach, the
financial impact on a bank could be huge.
But banks have an opportunity to take
this negative situation and turn it around
and make it an opportunity to show their
customers great customer service.
If a customer’s account is breached,
fraud detected on their payment card or
if they have simply lost their card, the
customer can walk into their financial
institution and receive an instantly issued,

fully activated payment card. Studies have
shown that when a financial institution can
instantly replace a lost, stolen or breached
card, customers are 22 per cent more
likely to be very-to-extremely satisfied
with their bank, which thereby turns into
increased revenue for the bank due to top
of wallet placement of that payment card,
as well as increased use of that card. As
opposed to waiting for seven to ten days
to receive their new payment card via
mail, customers walk out of the financial
institution with instant purchasing power
and account access.
Breaches and frauds will continue
to occur, but the way in which financial
institutions react to these breaches and
implement security features and customer
service initiatives will help them to remain
as a centre of trust and security in the
marketplace.
Vikram Gidwani
currently serves as the
Business Head – South
Asia for the Digital
Security Solutions,
Entrust Datacard
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Blockchain can Play
Financial Middleman
Will FinTech and blockchain banking improve security or introduce new risks to the system?
The emergence of FinTech startups and new disruptive technologies
is changing how banking is being done
and the way financial services are being
delivered. Spurred by competition from
FinTech start-ups, which are introducing
new consumer initiatives such as peerto-peer and marketplace lending and
crowdfunding, banks are increasingly
turning to technology to improve
their processes and business models
in order to redefine the experience for
customers.

Growing Risks Faced

With these changes, financial
institutions and banks will have to
process greater volumes of data.
Analysts have predicted that data
used by banks will increase seven-fold
between now and 2020.
A lot of the data being generated
includes customer financials, account
information, cardholder data and
transactions and personal information,
all of which are regulated and potentially
sensitive or private.
As digital (and mobile) transactions
become commonplace, banks moving
to embrace and enable the new digital
economy will inevitably face increased
security and data risks. They are likely
to face new strains of malware and
innovative phishing attacks aimed at
exploiting loopholes as banks start to
share more customer data between
branches, mobile users, and even
through the cloud.
Rising cybercrime, hacking attacks and
data leaks have boosted the importance
of sophisticated security programs. The
availability of more mobile smartphone
platforms will also continue to expose
banks to increased danger of security
attacks. And Big Data breaches can also
24
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lead to serious reputational damage and
legal repercussions.
In 2015, JP Morgan suffered the
largest banking corporate hack ever
when 83 million records were stolen. In
this attack, the stolen data wasn’t credit
card numbers or banking information,
but emails. The hackers then used the
stolen email data to manipulate the
stock market.

Will Blockchain Technology
be Safe?

Financial firms, faced with the
need to lower costs, improve customer
service, and meet regulatory and
compliance requirements are constantly
on the lookout for new financial tools.
Many are keeping up with innovation
by experimenting with new technologies
such as Blockchain – the software
behind Bitcoin – and streamlining their
IT operations.
Many digital transactions today still
depend on legacy processes, and can
be exposed due to inefficient oversight,
untrained management, and inadequate
certifications of trust.
At the same time, a key trend
impacting the financial industry is that
payment options is still developing
and becomes more diversified, and
many banks are still looking for a
way to develop a resilient processing
infrastructure.
Blockchain
technology
looks
promising, as it offers a distributed file
system where banks can keep copies of a
file and agree on changes by consensus.
The file is composed of blocks where
each block includes a cryptographic
signature of the previous block.
Blockchain transactions promise
settlements that are instantaneous,
cryptographically secure, and publicly

verified – all without the need for a
trusted financial institution intermediary.
Blockchain is also inherently more
secure, as the distributed nature of the
transaction actually verifies the integrity
of the transactions. Plus, the transaction
is transparent and cannot be changed,
thus making an attack extremely difficult
– if not impossible.
This means that Blockchain
technology can play the part of
a “financial middleman”, thereby
significantly reducing the execution
timeframe of a transaction and making
it more secure. Banks are hopeful that
Blockchain will be useful in securely
trading anything, from remittances to
securities exchanges, and become a
standard for international trade.
Blockchain, however, is still largely
unproven, and will take time to evolve
to meet some of the more sophisticated
requirements of modern banking
instruments. There is also a lack of
regulation, and issues of compliance,
regulations and enforcement will
likewise need to be addressed.
Bitcoin, which uses Blockchain
technology, has been popular with peerto-peer systems for years. But it has been
exploited by criminals, with many users
losing millions of dollars to theft. So
although Blockchain can help eliminate
many outdated and inefficient manual
trading processes, the technology,
rightly or wrongly, poses many security
worries for banks.
Additionally,
transaction
confidentiality remains a top concern
for banks. If a Blockchain is used to
store confidential contract information
or payment data, for example, then
replicating the file could potentially
offer cybercriminals more opportunities
to exploit and steal data.

Financial Institutions to stay
Vigilant

FinTech is starting to fill some of
the traditional roles played by banks
and new mobile banking and payment
technologies are making it easier to
improve the customer’s experience.
Financial and banking institutions
cannot let their guard down when
adopting new technologies and solutions,
and the need to continually safeguard
their data from breaches, and continually
invest in revamping their security postures
as external attacks evolve. They also have
to develop the right defence engines
designed with the capabilities to counter
those attacks. With technology being the
core of transformation, many financial
institutions will simply need to dedicate
more resources to improve both security
capabilities and awareness.
Banks today must be able to respond
to customer’s demands relatively quickly,
and be nimble enough to adopt new
technologies and implement new tools
and processes when they become
available. There is a need to understand
how regulation and compliance needs to

evolve to allow for new innovation and
timely change. At the same time, they
have to be able to constantly screen new
technologies, decide which make the cut
and which do not, and then integrate
these pieces into their IT architecture.

Planning Right Security
Strategy

With the emergence of FinTech,
security will become an increasingly
critical concern to banks, and can only
work if data is properly secured and
protected. It is, therefore, crucial for
financial institutions to develop a holistic
security strategy, and be prepared in
advance for emerging technologies and
their security threats. They need to be
able to identify the risks that threaten
customer information, and develop a plan
that includes policies and procedures to
manage and control these risks.
They must also be able to implement
appropriate and commensurate security
controls, and to continually adjust plans
to account for changes in technology, the
sensitivity of customer information, and
internal or external threats to information

security. And as security threats evolve,
they need to be able to upgrade their
defence against attacks in real time, while
simultaneously ensuring data protection
and regulatory compliance.
It is unrealistic to expect that financial
institutions can do all this on their own.
When planning their security strategies,
banks need to partner with an external
security provider with the ability to
secure their applications, while also
providing the necessary training and
support to make sure the staff behind the
applications understands the ins and outs
of the technology.
Finally, they need to have confidence
that their IT department and the external
provider they work with have the
experience needed to migrate security
policies and devices from the existing
legacy infrastructure to their new
technologies and solutions.
Rajesh Maurya
Regional Director
India & SAARC
Fortinet
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Digital Payments Need Cyber Security
India has still not defined dedicated laws for digital payments under a modernized IT Act
Most financial institutions are being
overconfident about their legacy security
deployments with infrequent audits
being carried out to access vulnerability
of their networks to such innovative
hacking efforts. The need of the hour is
for organizations to constantly monitor
their network for breaches with selflearning methods to detect threats which
automatically activate enterprise immune
system technology that fights back
quickly.
Cybercrimes are cheap to carry out
even by “lone-wolf ” attackers but require
a large pool of expensive resources to
prevent. Centralized data makes for easier
access and vulnerability to attacks. With
cloud services leading to growth of new
digital spaces that provide access to large
data from around the world, explosive
growth of IoT ecosystem and use of
connected devices for digital payments,
the security of the network has been
thrown open to its weakest link in the
security chain: the end-user whose PC,
mobile phone and even access to public
Wi-Fi and ATMs can be a means of
access to any network becomes the
point of vulnerability. Such end- user’s
information is gathered from their web
usage pattern and even social sites, a new
threat is emerging on user’s authentication.
Well-researched, sophisticated cyberattacks are now based on the use of
machine learning techniques. As an
example, attackers are increasingly using
IoT devices and artificial intelligence for
ransomware, phishing and DDoS attacks.
Seemingly harmless IoT devices provide
a gateway to attackers – particularly, IoT
devices which cannot receive software
updates to plug manufacturing flaws such
as security cameras and smart TVs which
can be hacked and remotely controlled by
a Botnet army. Growing use of BYOD
using cloud-based infrastructure and
connected data is another area prone to
cyber-attacks.
In such a situation, when it is harder
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for end-users to manage security of
devices, it has become necessary for
service providers to create virtual security
services all the way to the end-points
to prevent attacks. The above scenario
throws up the following questions:
Who should be responsible for
security of digital infrastructure where
the vulnerabilities of a device or platform
can affect the entire ecosystem?
Responsibility for law and order is a
state subject. Internet aims to provide
access to every user across the globe to
its network but cyber security is a private
service mostly provide at the national
level in a few countries. How can public
and private sectors work effectively across
a global digital network for public benefit
of the world at large?
How can access from a low-end
device (both low in security and cost)
provide affordable and secure access to
the Internet?
While the above technology issues
need to be addressed proactively by
players in the industry, there are two other
aspects that need urgent looking into by
the government to lay solid foundations
for secure digital transactions.
Even when India is now pushing
for large-scale adoption of online
transactions, its institutions have not
kept pace with the demands of a rapidlyevolving digital space. It has still not
defined dedicated laws for digital payments
under a modernized IT Act with suitable
modifications of the Indian Penal Code to
prevent, failing which convict a malafide
hacker. Cybersecurity parameters for
digital payments are still kept largely under
the ambit of the Information Technology
(IT) Act. While the Reserve Bank of India
(RBI) usually sets security and privacy
standards for banks in the country, for
fintech companies (which include mobile
wallet operators), security compliance falls
under Section 43A of the IT Act which
lacks enforcement mechanism wherein
such transactions become contractual

agreements that can be repudiated. In
fact, many ISPs and telcos do not comply
with Section 43A! Lack of privacy laws
and security laws puts the burden on
the consumer to prove that he has been
wronged. There are no legal mechanisms
defined for dispute settlements on account
of digital payments.
With Aadhaar as the key to user’s
identification, Indian Government is
moving towards defining security by
biometric identity. Without a well-defined
privacy law and strong data protection
regulations (as stated above), our march
towards digital economy is not secure.
This is in complete contrast to the work
being done in developed economies where
security comes through anonymity and
use of encryption to secure user’s privacy.
With new threats emerging on the use of
biometrics as also to secure user’s privacy,
it is necessary to conceal each user’s
Aadhaar details during any transaction
through use of Blockchain and other
technologies, resulting in generation of a
temporary unique transaction ID which
gets extinguished on the completion of
each transaction; usage of pair of PKI
on each leg of transaction; and usage of
minimum 128-bit encryption for each
transaction.
Implementing above suggestions will
take time. In the interim, till the government
goes about defining industry-specific laws
which lay the rules to be followed for
mobile payments, to generate consumer’s
trust and confidence in a rapidly-growing
digital payment environment, it is
necessary for all fintech industry players
to come together to nationally define
their own security standards for digital
payments and grievance redressal.
Lalit Chandak
CEO,
Span Telecom

Securing Smart Cities And
IoT Devices
Making things Smarter
www.varindia.com/cyber-security
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Securing Smart Cities and IoT Devices
The cybersecurity element should be included right from the planning phase
of a “Smart City” and not an after-thought
“Smart City” is not only an ambitious
initiative by the Government but has
become a vision for many organizations,
especially those which by way of their
expertise and offerings can get associated
with the initiative. “Smart City” will
impact the way people will live, work
and grow and will be a true example of a
successful “democracy”.
“Smart City” will be an amalgamation
of multiple cutting-edge
products, solutions and
services which are right
now catering to their
respective customers. The
“Smart City” initiative
will
bring
together
organizations specializing
in these offerings to
meet the objective of
creating cities built on
advanced infrastructure
supported by state-of-theart technologies and smart
devices. Smart Cities are
going to be hotbeds for investments,
businesses and skilled labour which are
necessary for economic growth and
development.
While the Government has planned to
develop 100 Smart Cities in the country,
it could lead to a massive and quick
expansion of Internet of Things (IoT), as
Smart City projects are frequently driven
by mass deployment of IoT-enabled
devices. According to Gartner, IoT can
be extensively beneficial for Smart City
projects and by 2020, 20 per cent of
Indian Smart City initiatives will introduce
IoT-enabled Smart City solutions to
resolve or mitigate transportation-related
urban issues.
We expect that there will be an
inclusion of several IoT devices in a
“Smart City”. It is needless to mention
that these IoT devices will be completely
leveraged only when they are connected
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through a strong network and exchange
of information is possible in real time.
Threat Landscape
As amazing as it sounds, it also calls in
for the need for securing these IoT devices,
as one breach into one device will leave
the entire network and connected devices
compromised and information lost.
Owing to lack of standardization of IoT

devices, the sensors are prone to hacking.
Hackers can hack the sensors and feed
fake data, causing signal failures, system
shutdowns, etc. A holistic examination of
the security aspect of a technology is a
must before deploying it.
Proactive Measures
The cybersecurity element should
be included right from the planning
phase of a “Smart City’ and not an
after-thought. The city planners can
refer to how cybersecurity issues are
handled by industries and enterprises.
To keep “Smart Cities” safe, a state of
readiness is required, which includes
designing and implementing a cyber
threat intelligence strategy which will
be extended to the entire ecosystem,
including partners, suppliers, services
and business networks. A “Smart City”
should adopt a cyber-economic approach

in terms of understanding the vital assets
and their value, investing in securing
them and using forensic data analytics
and cyber threat intelligence to analyze
and anticipate where the likely threats are
coming from and when.
Securing “Smart Cities” can
be challenging. Not because of
unpreparedness if any, at this stage, but
because of the complexities involved
due to the expanse. There
are multiple things which
should be developed
simultaneously such as
development of robust
and standardized security
solutions for IoT devices,
developing a mechanism
which could track various
threats targeted at each of
the IoT device which is
a part of the ecosystem,
capability to monitor user’s
behaviour, raising an alarm
on time and countering the
threat, transitioning of data in the event of
a breach, recovering data which has been
compromised because of the breach and
educating the users on these aspects and
their expected action during such a crisis.
It is also important to establish a security
governance framework and continuous
monitoring capabilities.
Although consumer adoption of IoT
is still in its early stages, there are very few
turnkey orchestration tools to successfully
manage IoT security. It offers a plethora
of opportunities for cybersecurity
solutions providers. IoT will unlock the
possibilities of integration and will be a
catalyst in the success of “Smart Cities”.
Sanjay Katkar
MD & CTO, Quick
Heal Technologies

Securing Smart Cities and IoT Devices
Integration of different services necessitates that civic bodies should have a matured and
collaborative environment to enable such integration
The popularity of Internet has made
organizations to go global and over the
years that information access through
the Internet has become an integral part
of almost all the businesses and city
life. Tele-working (or work-from-home)
option has integrated home networks
with office. The power and proliferation
of Smart Phones has brought next level
of integration. To keep pace with this
even civic bodies are expected to integrate
their services and that integrated platform
is termed as Smart Cities.
Smart City platform with IoTcombines
unique monitoring devices and domain
algorithms to enable monitoring as
well as real time controls. This level
of integration has potential to enhance
existing services, provide cross service
work flow integration and even altogether
new services not being offered today.
For example municipalities and local
councils, waste management is an area
targeted for improvement. With new
technologies and the Internet of Things
(IoT), cities have new ways to optimize
waste management processes, while
reducing costs and delivering better
services to citizens. Another example
could be; real time analysis of traffic
patterns to optimize signalling and
routing, and improve the quality of life in
metro cities. Further combining this with
Automatic Number Plate Recognition
(ANPR) system and allied analytics
engine can deliver actionable intelligence
to police. Many such solutions are
successfully implemented across the
globe.
By now, we all know that there is
no gain without an associated pain.
Enabling such solutions and services
demands integration of many systems
and networks which are spread across
the city or even crossing the boundary
of a city. Obviously, Smart City platform
often leads to enlargement existing risks
and introduction of new risks.

Security during data life cycle:IoT
data originates remotely, often from
equipment at the edge that emits analogue
data from point of sensor location which
is far from the traditional data centre or
cloud. Also IoT technology produces
data in volumes and levels of diversity
that challenge traditional approaches
to storage and processing. In short
collection, processing, storage and proper
deletion –
Every phase of data life may undergo
a major changes due to IoT integration.
Security of networks:Civic authorities
& other organizations involved may be
using different technology stacks. Various
wireless technologies are used for the
integration of the sensors and remote
systems. The wireless communication is
inherently susceptible to sniffing, eves
dropping attacks. To physically protect
wired network cables spread across the
city would have its own challenges. And
unprotected points can be used for
tapping the data.
Security of End Devices:In fact,
Smart Phone may turn out to be the
common point of the activities. The
end point device where personal, home,
business & public networks are likely to
converge. It is obvious that Digital India
gains the momentum; mobile phones are
going process volumes of transactions.
Already we are witnessing a trend of
increased exploitation or misuse of
mobile phones due to existing security
weaknesses.Smart phones and apps need
to enhance security features.
Securing
organizations:
IT
infrastructure of the civic bodies should
be matured and agile enough to enable
such integrated services.
For example huge data generated by
IoT may be required to enable detection
of cyber threats faster. Its analyses and
correlation of every event across the
IT environment, their prioritization
according to compliance and risk and

displays customizable dashboard.
Government being the key stakeholder
in Smart City implementation; the derisking its services and authorities can be
expected to due attention.
Security of End Consumers:The
ownership for the security points
considered above can be easily defined.
The real big challenge could be
protecting the end consumers. These
are the expected beneficiary of Smart
Cities. But they often do not get proper
representation and most of them may
not be able judge the risks presented to
them. Unfortunately, most of them get
overwhelmed by the media hype created
around the Smart City benefits and do
not pay attention to the hidden risks.
As Smart City environment would
further accelerate exploitation of end
points; education of the end consumer
is absolutely essential. Cities in In India
have significant variations in digital
literacy levels across the citizens; so end
consumer need to be educated on points
such as:
•
What is security needed for that
individual? Which phone to buy? And
how to configure?
•
Which apps to be loaded on the
phone? And which are to be removed?
Each Smart City initiative to have
its own road map for implementation;
to deliver expected innovation and
a robustness bottom line.Overall
approachshould be to remain ahead of
the threats and not just responding to
them after the damage is done!
Milind Kamat, Account
Data Protection Officer,
ESS – Information Risk
Management, Hewlett
Packard Enterprise
(The views expressed above are
those of an experienced security
professional. They do not necessarily
represent views of HPE)
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Smarter ways to secure Smart Cities?
Today’s encryption mechanisms are very complex and need heavy
computation power to be successful
The global population is growing
fast and will reach about 9 billion by
2050. Most of this populace is moving
towards cities from villages and small
towns. This is urbanization at a scale
that has not been experienced before
and owing to this huge flux, many
operations in a typical city will have
to be automated and made smart.
These operations are related to traffic
regulation, utility meter reading, smart
terminals for various services, etc.
Obviously, these units which we might
call as smart nodes are connected to
the Internet, but these nodes possess
lesser computing power than bigger
computers and hence are vulnerable
to malicious attacks. Many attacks
have already happened in the near
past, where smart lights from a leading
manufacturer and a few CCTV cameras
were also compromised. What is the
solution for these vulnerabilities?
There cannot be one but multiple
solutions which are articulated below.

Why are smart city systems
vulnerable?

We have seen that the smart nodes
in a smart city system are vulnerable
to malicious acts. Quite naturally,
some might wonder why these
modes are vulnerable when their
counterparts and computers in other
domains are relatively secure. The
simple reason is encryption, or lack
of proper encryption. Encryption, in
cryptographic terms, is to alter and
send data in a manner, which will
make it very difficult for anybody
eavesdropping on the channel to
decrypt and know what is being sent.
If the encryption is not strong enough,
it will be relatively easy to get access
to the systems through any number
of channels and eventually access
30
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and control them. Today’s encryption
mechanisms are very complex and
need heavy computation power to be
successful.

Why aren’t encryption
mechanisms secure in spite
of being complex?

Encryption in nodes of smart city
systems are strong enough to repel
malicious attacks. One reason is why
the encryption is not strong enough is
because the nodes in smart city systems
are not computationally powerful.
Encryption is a mathematically
complex process which needs
relatively higher computation power to
calculate the encryption result. This,
at the present level of technology, is
difficult to achieve at the node level,
since these nodes are controlled by
computers which are very low power,
at times with only KBs of RAM. This
makes it highly difficult to encrypt
data in an interval of time which is
not considered to be high latency.
For example, in the web, a
technology or protocol called TLS
is followed to encrypt and decrypt
messages between a web browser and
a web server. The TLS is a complex
protocol on the top of another protocol
called TCP, both of which are highly
complex and cannot be supported
with less-powerful microcontrollers
and microprocessors. The end-result
is tweaking the encryption mechanism
in such a way that it becomes
computationally less expensive and
more vulnerable.

What is the key to making
encryption stronger?

One way in which the end
nodes of smart city systems can
be made stronger is to make them

computationally powerful. But that is a
double-edged sword. Computationally
powerful nodes will consume more
power and these nodes have to
sometimes run on batteries or from
limited power. Hence, there has to be
some other mechanism through which
the encryption has to be made stronger
by using technologies other than TLS/
TCP combination. Or, it could even
be a different physical communication
interface such as light which allows only
a strict line of sight operations making
eavesdropping nearly impossible? One
another method is to generate keys
for encryption in a manner which is
completely and truly random as in
a natural process to strengthen the
generation and re-generation of keys.
This can be done in a more economical
manner, since the nodes of the smart
city systems have access to light and
other environmental factors which are
truly random.
Whichever protocol is adopted
for securing the nodes of the smart
city systems, there is no way to ensure
that they are all safe from malicious
attacks, since people with malicious
intents are seeking more and more
innovative ways to attack the modern
way of life.
However, with computationally
strong nodes as the base of a smart
city system, we can imagine a new
urban reality that is safe and secure
so that we can live peacefully while all
our connected devices communicate
intelligently with each other.
Shanmugasundaram M
Associate Director,
Happiest Minds
Technologies

Cyber Security – Necessary Pillar of Smart Cities
The increased complexity of city’s
systems, interdependencies, globally
connected social, economic and
political subsystems has increased the
vulnerability of a city’s security. The
cyber threats get magnified as the
infinite supply of data becomes more
integral to a wide array of operations.
The Internet of Things (IoT) is set
to transform the lives and inevitably
the cities and municipal
towns that rely on
connected devices to
manage
everything
from traffic control
systems to energy grids.
However, with IoT
expanding its foothold
in cities, hackers are
preparing to unleash
the next generation of
ransomware.
A recent survey
reveals that smart cities
enabled by IoT will
definitely provide value
only if the agencies roll
out secured applications
for connected devices.
Hence,
cybersecurity
professionals need to
know how to safeguard
municipal
devices
against
ransomware
attacks. The survey found that, in the
US alone, 61 per cent of cities will have
IoT pilots or more advanced initiatives
under way within the year. Other
countries are also catching up fast
with their smart city initiatives, with
few having the required mechanisms
to make smart cities secured.
ASSOCHAM lauds the efforts made
by the Government of India under the
leadership of Prime Minister Narendra
Modi to ensure a secure and resilient
cyberspace for citizens, businesses,
and the government. ASSOCHAM
has been discussing and deliberating
with the concerned authorities and

stakeholders about the need for
security compliance and a legal system
for effective dealing with internal and
external cybersecurity threats.
Cyber risk features among the top
business risks for most organizations,
requiring them to adapt to the everevolving threat landscape proactively.
Organizations should transform
their security model from a reactive

one to be a more proactive, dynamic
and risk-based operating model and
to assess their security posture and
remediate potential cyber threats
to protect their critical business
assets with focus on building cyber
resilience.
•

•
•

Identify high-value business assets,
estimate a client’s risk appetite and
make decisions based upon risk
exposure.
Assess cybersecurity maturity levels
and quantify cyber risk in dollar
terms.
Identify security weakness, and

•
•

•

•
•

design and implement a cyber
remediation programme.
Achieve
an
optimal
cyber
insurability profile.
Transform client’s IT security
programme to focus on business
continuity and protection of
revenue.
Development of cybersecurity
roadmap for achieving cyber

resilience.
Industry-specific
cybersecurity
transformations.
Integration
of
cyber
risk
strategy during major business
transformations or acquisitions.

Damodar Sahu
Partner & Industry
Advisor – Digital,
Manufacturing &
Technology SBU
Wipro
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IoT Security
Consider IoT security a discipline in every stage of a product development
With the proliferation of Internet
of Things (IoT), it is expected that 25
billion devices are connected today, with
50 billion expected by 2020. With privacy
being a significant concern, this huge
number of connected devices presents
an open field of opportunity for hackers
to craft attacks which can steal important
data or cause operational harm or
instability.
IoT devices come in every shape
and size. More often deeply embedded
processors of low cost and power do
not have the ability to offer a secured
network transport or physical security
that potentially can be an entry point
into sensitive areas. Developers count
on the non-mainstream development
environment for embedded controllers
and processors as an effective layer of

security. This simply is no longer the case
as many of the development platforms are
open source driven and the sophistication
of the hackers often overshadow the
competency of savvy developers.
Security at the device development stage
has to become a major factor and core
competency of any developer.
IoT is also in the main stream when
you consider everyday smartphones, yet
another IoT device that is easily exploited
with known vulnerabilities. Often the
smartphone manufacturer is slow to keep
up with updates or in a fragmented OS
ecosystem such as Android many updates
are never applied leaving phones open to
attack. iOS also has its own vulnerabilities
and is never immune to attack and to think
so is a grave mistake with potentially huge
consequences.

IoT is ever developing and new
security methods and approaches are
being developed continuously. The key
point is to consider security early on in the
development phase and make it a discipline
in every stage of a product development
which continues well after product
release. A dedicated team needs to be
tasked in any organization to understand
and mitigate the potential risks. We are
all facing a significant problem with
security in Internet of Things and only
a comprehensive program and awareness
will help keep our data safe.
Rajat Chand
Managing Director
CSDC India

Top Security Predictions for 2017
In 2017, we will see an increase in the number of reported attacks
Innovation thrives when security is
built into the fabric of your organization.
Here are a few security predictions for
2017 that will guide you to stay ahead of
threats and not just respond to them.
While more security features will be
built into IoT devices in 2017, making
IoT inherently more secured, a large
number of existing and new devices will
be used as the platform to launch targeted
breaches and DDoS attacks. In 2016, we
have seen several major DDoS attacks
using IoT devices such as IP cameras and
SOHO routers. IoT sensors, with their
limited computing power are as secure
as the firmware running on them, with
their security very much dependent on
device manufacturers. Successful attacks
on IoT sensors are difficult to detect
because of the limited access to a device’s
system state, and in 2017 we will see more
attackers focusing on compromising
exactly those edge devices.
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In 2017, we will see an increase in the
number of reported attacks on banking
services and banking system breaches.
Following several reports of major
successful attacks on SWIFT electronic
transaction systems in 2016, we expect to
hear a lot more about similar breaches as
banks discover more attacks and realize
that sharing details about them is the
responsible thing to do.
More countries will accuse each
other of politically motivated cyber
attacks in 2017. Following several major
politically motivated breaches in 2016,
we will see an increase in such type of
cyber attacks conducted by world’s
cyber superpowers. Those attacks will
likely result in disclosure of confidential
documents and information with the goal
of compromising target’s reputation.
However, attributing attacks to nation
states will also be increasingly difficult
and we are likely to see much incorrect

identification of attackers in order
to collect political points and deny
responsibility for breaches.
The DDoS attack firepower in 2016
has increased to frightening levels,
allowing attackers to launch attacks
using bandwidth in the range of Tbps,
requiring specialized DDoS protection
that can be provided only by a very few
organizations in the world today. In 2017,
this ever-increasing DDoS force will be
used to attack internet infrastructure of
whole countries in support of a physical
military attack. With increased military
tensions in several places in the world
today, it is likely we will see more DDoS
attacks in 2017 dedicated to taking whole
countries offline.
Saurabh Saxena
Country Director,
Software, Hewlett
Packard Enterprise India

Securing Smart Cities and IoT devices
IoT devices are evolving without inbuilt security architecture
Smart cities and IoT are largely
articulated buzzword in digital
transformation
space.
Digital
transformation is good to have
significant change towards betterment
of human life style and “way of living”.
Digital transformation is broadly
classified into exponential technology
growth, miniaturization, virtualization
and linking bio technology with
information technology. The goal of
digital transformation is towards the
betterment of human life,one of the
finest outcome of digital transformation
is smart city. IoT devices are the
building blocks for the smart city. Smart
cities are becoming a reality, more than
80 cities across the globe are projected
to be smart by 2025. Information
security plays a vital role in Smart city
space towards safeguarding the higher
levels of confidentiality, integrity and
availability of the available services
and automation process flow in the
critical infrastructure, physical security,
transport, telecommunication system,
government applications, surveillance
system and inter connected alert
mechanism.
IoT devices will obviously make
your life easy, from your work place
using your smartphone you can open
your home door which is 40 kms away
from your geo coordinate. Even you
can switch off your home AC, patrol
your external sight of your home, get
an alert if there is any smoke inside
your home (Nest Labs). Even you
can water your plant, weed your farm,
plant your seed in your Farm house
(Farmbot). Precise details about your
heart beat zone, calories burn, your
fitness information will be flashed in
your smart phone screen with a help of
a IoT band in your wrist. But there is a
negative side too.
Albert Einstein had commented
“Technology growth is like the axe in
the hands of pathological criminal”

Inorganic, uncontrolled technological
growth without rationale will always
paves way to the path of destruction.
IoT and smart city remains as Blue
Ocean in terms of business opportunity.
The market remains untapped, New
entrants, start-ups are making floods
of appliances and devices which are
connected without a thought basis of
interconnections behind. Kaspersky
baptized IoT as “Internet of Crappy
things”
IoT devices are evolving without
inbuilt security architecture, If the
manufacturer designs the security
architecture in a chip form and
embeds in the IoT the price becomes
unaffordable, due to the market needs
and business drivers, IoT devices
are incarnated without the security
chips, remains affordable and highly
vulnerable. In addition, the IoT devices
are not properly tested in security
aspects. A fitness band with lax security
architecture in design will expose your
personal, location and health related
data to the internet world. An IoT
Insulin pump and IoT pace maker
security breach not only going to affect
the confidentiality, but also affect the
livability. Cherokee Jeep with a ECU
OBD IoT devices had been hacked in
United Kingdom and the cybercriminal
taken the control of the Jeep and tried
to crash the car. A Pace maker IoT
device had been hacked and the hacker
gained the access of IoT-pace maker
and killed the victim. Those incidents
triggers lexicographers to coin a new
term cyber-killing.
Hence the IoT devices call for
additional human security perspective
along with information security
perspective and proves the triadic
CIA approach is not suffice. Fourth
factor of livability should be added
to form CAIL quartet (confidentiality,
availability, integrity, livability), Since
digital transformation is playing role to

linking biotechnology and information
technology. Stern information security
control must be mandated for the IoT
devices, else it will cannibalize the
human life.
IoT devices are the building block
of the smart cities. driver less train (IoT
train), driver less tram (IoT tram), driver
less car (IoT car), fire alert system,
fire suppression system, water supply
system, All mode of transportation,
government integrated applications,
street lighting system, transport control,
crime detection system. Everything will
be integral part of smart cities. The
weakness in the IoT devices sums up
and endanger the human life, If it is not
architected well in Human security and
information security aspects.
The IoT technologies exposes new
risk and attack vectors like IoT securityside-channel attacks, this type of attacks
focus less on the information rather it
focuses more on how the information
is presented. “The world is a dangerous
place to live, not because of the people
who are evil, but because of the people
who don't do anything about it” Albert
Einstein. Considering the challenges
in this arena the IoT devices vendors,
IoT hardware manufactures, IoT
application developers must include
security (authentication, authorization
and encryption technologies ) in their
designing phase, and security testing
framework for IoT devices must be
introduced. Furthermore, IoT security
compliant assaying should be mandated
for all IoT devices.
Let’s aspire to have the secure
Smart cities built with well engineered
IoT devices towards the objective of
betterment in human way of living.
Palaniraja M
CISO
Sify Technologies
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Creating One Million Cyber
Security Experts and 1,000
Cyber Start-ups by 2025
Indigenous expert to come-up
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Creating One Mn Cyber Security Experts
India needs to jointly create an India-Cyber Security Industry Framework (I-CSIF), defining
the operating rules/defining design principles to cover all 50 cybersecurity control points to
achieve one million cybersecurity experts
The NASSCOM–DSCI report has
put forward an ambitious target to
achieve close-to 1 million cybersecurity
professionals in India and around 1,000
cybersecurity product-based start-ups in
the next eight years. Industry estimates
indicate that there are about 62,000
cybersecurity professionals in India and,
going by simple mathematics, there is a
need to add almost 1.2 lakh cybersecurity
professionals every year. So, the big
question is where do we get started?
When one talks about cybersecurity
professionals, it includes everyone from
a fresher with an M.Tech in cybersecurity
degree to a seasoned professional with
over 20 years of experience. The estimate
of one million professionals does not
specify the demand of various skill levels
of IT professionals. The industry requires
professionals of different competency
levels. There is a need for entry-level IT
security professionals as much as risk
assessment officers and CISOs. There
is a need to divide the multitude of one
million into various categories and tweak
skill development programs accordingly,
to meet the existing workforce shortage.
Since the responsibilities of a network
administrator are different from those of
a CISO, so should be their skillsets and
hence their training.
Various technical institutes have been
running legacy courses on cybersecurity
for a long time and playing their
part. Despite this, there is a lack of
cybersecurity awareness in the country,
even amongst the technocrats and policymakers of the country. There is a need
to start considering “Basic Cyber Security
Awareness” as mandatory exposure,
rather than a course curriculum for only
those with the need for technical jobs.
Over 462 million, i.e. over 35 per cent
people of our country use internet and

internet-based services. It is essential that
they should be educated too on “Basic
Cyber Security Awareness” so that they
do not lose their hard-earned money to
frauds, in the best case scenario and do
not fall victim to data theft and identity
frauds at worse.
Coming back to the initial point of
discussion, the huge requirement of
cybersecurity professionals cannot be
met unless the industry and academic
stakeholders make active and coordinated
efforts towards an India-specific model
for the same, particularly so because the
scale and magnitude of the numbers of
people to be touched is more than the
rest of the world have ever seen, barring
China.
As has been our experience during the
history of technology adoption particularly
in national security aspects, indigenous
solutions are our best hope. Hence, there
is a need for creating a customized version
of cybersecurity training module catering
to the Indian scenario. The place to start
is a national public-private initiative on
basic cybersecurity awareness and let the
commercial industry deal with the higher
level needs.
What Next?
The rate of cybercrime has risen
more 300 per cent during the past five
years. CERT-In itself has registered
about 50,000 cybercrime incidents in
the past year. Cybercrime is a problem
which will increase manifold, unless
acted upon. There is also an urgent need
to protect ourselves against espionage
launched by state-sponsored intruders
and cybercriminals. Reports state that, till
March 2016, about 8,000 websites were
hacked in India.
Currently, there is a need for
increased participation of stakeholders

in developing standards, norms and
regulations that are our own and thereby
ensure a free and fair market to domestic
players. Over the past few months, there
have been several allegations regarding
backdoors and malwares present in
various foreign IT products. We need
to reduce sensitive data flow outside the
country.
The fact that India is the biggest
contributor to the bug bounty program of
Bugcrowd shows the potential India has.
Indians have dominated the IT market
and we can dominate the cybersecurity
domain. We just need to provide more
focus on the same. Even the government
has launched projects in the form of
CERT-In and ISEA to promote skill
development in this sector. As was
mentioned earlier, it is imperative that
the industry and academia work in sync
with government and DSCI to achieve
the target. India needs to jointly create an
India-Cyber Security Industry Framework
(I-CSIF) defining the operating rules/
defining design principles to cover all 50
cybersecurity control points that cover a
generic cybersecurity model.
We need focus on basic cybersecurity
awareness in hyper scaled industry initiative
on PPP mode as a national mission and
we need to immediately enshrine the
cybersecurity control framework (Indian
standards) as a national policy and both
must harness the large technical and deep
cybersecurity skills base in India’s young
start-up and technical ecosystem and not
be solely determined by the commercial
interests of global tech companies only.
Pavan Kushwaha,
CEO & Co-Founder,
Kratikal Tech
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Strengthening Data
Protection and Cyber
Security Laws
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Cyber Security and Legal Approaches
The year 2017 promises to be a year of tremendous developments as far as
cyber security law jurisprudence is concerned
The year 2017 is likely to see a
massive focus on cybersecurity. In fact,
cybersecurity buzzword has gained
tremendous significance in the last
few years. The recent report in January
2017 of the US Intelligence Agencies
naming Russia for trying to impact the
US election process is one latest example
which has highlighted the significance
for the nation to constantly keep on
updating their cybersecurity strategies
and processes. No wonder, cybersecurity
has assumed political and international
perspectives. In this context, the legal,
policy and regulatory issues concerning
cybersecurity are beginning to develop
at a very rapid pace. We are beginning to
see a massive thrust on development of
legal frameworks impacting cybersecurity.
Different countries have already started
working extensively in this regard. Various
countries have begun the process of
drafting appropriate national legislations
which are aimed to not just regulate
various facets of cybersecurity ecosystem
but also are aimed to clarify the existing
position on the rights and roles of various
stakeholders in the context of protection
and preservation of cybersecurity.
The year 2017 promises to be a
year of tremendous developments as
far as cybersecurity law jurisprudence is
concerned.
The year 2017 is likely to build upon the
foundations of cyber law jurisprudence
which has been placed at a strengthened
position in the preceding years, especially
in the year 2016. It is hard to crystal gaze
and predict specifically. However, on the
basis of the information available, some
broad trends of cyber law jurisprudence
can be detected on the horizon.
The first biggest trend on cyber law
jurisprudence that the year 2017 is likely
to see emerging cybersecurity legislative
instruments and legislative approaches.
Cybersecurity over the last few years

has ceased to become a mere technical
issue. On the other hand, it is becoming
a very critical cyber law, policy as well as
regulatory issue. The year 2017 is likely
to see more countries coming up with
detailed legislative frameworks as also
national policies impacting cybersecurity.
The difference of approaches, which
the specific countries will make, will be
dependent on the peculiar challenges
that they face from time to time.
Some countries are likely to introduce
significant cybersecurity laws, while other
countries are expected to go through
the soft legislations route, by coming up
with national policies and appropriate
guidelines to govern cybersecurity
ecosystem and the roles, duties and
responsibilities of respective stakeholders
therein.
Another
important
trend
in
cybersecurity law jurisprudence that
is likely to evolve will be increased
adoption and execution of cybersecurity
bilateral cooperation agreements and
arrangements. Countries across the world
have recognized that there is lack of an
international cyber law on cybersecurity.
Countries further recognized that
cybersecurity is a global paradigm and
that it would require global approaches
to be effectively dealt with. However,
countries are also appreciating that it will
take some time for international cyber
law frameworks to be put in place. Hence,
more and more countries are likely to go
in for bilateral cybersecurity arrangements
and cooperation agreements as also antihacking agreements with other countries.
These arrangements and bilateral treaties
would aim to strengthen cooperation
mechanisms between countries and
provide for more sharing of information
concerning protecting and preserving
cybersecurity as also information
concerning cybercrimes.
These bilateral agreements and

arrangements are further going to
contribute to the crystallization of key
international principles impacting cyber
law and cybersecurity which countries
could agree upon, thereby contributing
to the development of international
jurisprudence concerning cybersecurity
law.
The year 2017 is further likely to
see more discussions and debate upon
coming up with international legal
framework impacting cyber space. The
absence of an international cyber law
has necessitated that countries look at
common legal principles impacting the
regulation of cyber issues at the global
level.
The year 2017 is likely to see further
discussion moving in the direction of
distilling the international commonly
accepted principles and denominators
impacting cyber law which could then be
part of an international treaty.
The author has already mooted the
idea of the need for having in place an
International Convention on Cyber Law
& Cyber Security in 2015 itself. As the
world begins to see more global threats
emerging to the security and stability
of the Internet, there is likely to be
more calls for coming up with common
minimum denominators and principles
of international law which could
then contribute in the direction of an
International Convention on Cyber Law
and Cyber Security.
It will be interesting to see how the
jurisprudence concerning cybersecurity
legal issues, aspects and subjects will
actually evolve in a robust and efficient
manner in the year 2017.
Pavan Duggal
Advocate
Supreme Court of India
India’s leading expert on
cyber law, cyber security
law and mobile law
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Strengthening Data Protection
Globally there are strong regulations in place to ensure consumer’s data is protected and safe
from breaches whereas data protection legislation in India is still evolving
A strong drive has been initiated by
the Government of India towards making
it a global manufacturing hub through
the “Make in India” programme. It has
also a powerful vision of transforming
the country into a digitally-empowered
society and knowledge economy through
its “Digital India” programme. While
India is throttling towards “Digitization”,
there are several impediments at hand
that can slow down India’s “Digital
Transformation”.
A few such impediments include
the lack of awareness and sensitivity
towards data privacy, data protection, data
destruction and the lack of a well-defined
legal infrastructure to protect individuals
and enterprises from data breaches. While
there are organizations such as DSCI
which attempts to make cyber space
secure and trusted, there is perhaps little
penetration of its efforts in educating
citizens of their right to privacy. Citizens
and enterprises lack the awareness of
data lifecycle and the various points from
which privacy and confidentiality can be
compromised. End of life devices are an
easy target for private and confidential
information theft. The lack of awareness
leads to laxity in preparedness for data
breaches.
In the absence of a legal guideline
or a standard policy, individuals and
enterprises apply their own discretion
in following policies and procedures
to protect their data from breaches,
which may be ineffective. While large
enterprises may have deployed the most
advanced technology to safeguard their
business from hacks, malware infections,
virus attacks and cyber-attacks, there are
still cases witnessed today which involve
information
security
compromises
through end of life stage IT products and
through returned leased IT assets.
BFSI, defence, healthcare IT and
ITeS, government and telecom verticals
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amongst many others are vulnerable
to such information security breaches
if they use old and obsolete methods
of disposing of old IT assets. There
are known cases of enterprises simply
formatting their devices before disposal.
Such data removal methods are ineffective,
unsafe and inefficient as data can be easily
recovered through widely available data
recovery software. If this residual data
falls in the wrong hands, it could impact
business continuity.
An easy fix to this seemingly innocuous
problem is to use professional data erasure
software before returning leased IT assets
or disposing of old IT assets. These tools
assure secure, complete and permanent
data disposal, thereby ensuring that privacy
is maintained. This is often not practised
by organizations due to the absence of
legal guidelines. This leads to organizations
not deploying “failsafe” methods to plug
such information security gaps, perhaps
due to “bottom-line” considerations as
professional erasure software come at a
cost.
In India, there is a broad legal
framework which exists that sets
accountability in the form of Information
Technology Act, 2000, Section 43A,
which states that a body corporate who
is possessing, dealing or handling any
sensitive personal data or information
and is negligent in implementing and
maintaining reasonable security practices
resulting in wrongful loss or wrongful gain
to any person, then such body corporate
may be held liable to pay damages to the
person so affected. The requirement is
to have a more effective, well-defined
legislative framework which provisions for
monitoring, protecting from, preventing
and setting a defined liability in case of
data security breaches.
In 2006, “The Personal Data Protection
Bill” was introduced in Parliament, built
along the lines of the “European Union

Data Privacy Directive”, 1996, it aimed at
governing the processing, collection and
distribution of personal data in private
enterprises as well as in the government
sectors. It even had a provision to impose
penalties on offenders in case of nonconformance. Though this Bill would
have served as a tailor-made solution
for strengthening data protection and
safeguarding people from information
security breaches, it is yet to see the light
of day.
While data protection legislation in
India is still evolving, globally, there are
strong regulations in place to ensure
consumer’s data is protected and safe
from breaches.
Regulations like SOX, HIPAA and
GDPR exist in developed markets which
provide provisions for protecting citizen’s
sensitive personal information from
information security breaches. General
Data Protection Regulation (GDPR), for
example, aims at establishing responsibility
and accountability for maintaining privacy
of citizen's private data. Data protection
officers have to be appointed by law
and are responsible for maintaining
documentation,
assessing
risky
processing activities and implementing
data protection. GDPR imposes a severe
penalty of either Euro 20 million or up
to 4 per cent of an organization’s global
turnover (whichever is higher) in case of
a data breach.
Such regulations, if implemented
in India, will not only help facilitate a
secure business environment but will also
help strengthen citizens’ as well as an
organization’s right to privacy.
Sunil Chandna
CEO,
Stellar Data Recovery

Cyber Security is Critical
National Security Policy, 2013 remains a statement and it should now be strengthened
Cybercrimes have evolved from the
lone-wolf operations of a disgruntled
wizkid to that of an organized
group often motivated by significant
financial gain and/or sponsored by
nation‐states, criminal organizations
or radical political groups. Today’s
attacker fits the following profile: Has
far more resources available to facilitate
an attack; has greater technical depth
and focus; is well funded; and is better
organized.
Criminal organizations or rogue
nation-states are working with a purpose
as sophisticated adversaries who can do
malicious things with the most seemingly
innocuous bits of information. Today’s
threats are more organized across
multiple disciplines. In course of time,
the attackers have evolved and become
more sophisticated, so has security.
It does not take a holistic approach
to various technical and legal aspects
for compliance. With no dedicated
cybersecurity laws in India, other policy
documents of the government need to
be connected and correlated, such as:
• National Security Policy as well as
the right to privacy need to be clearly
defined along with legal consequences
for breach.
• IT Act, 2000 has become outdated
with new and better techno-legal laws
now being required.
• National Telecom Policy, 2012 and
related pending policies for telecom
security and encryption, e-mail and
password are pending and a new legal
framework needs to be produced.
• Many critical issues need to be
addressed for infrastructure protection,
viz.
e-governance
cybersecurity,
e-commerce cybersecurity, cybersecurity
of banks, cyber terrorism and cyber
warfare.
• Security obligations of various
stakeholders (such as banks, e-commerce
companies, power utilities, government
departments, etc) also need to be

properly defined and implemented.
• A national security architecture
that can assess the nature of cyber
threats and respond to effectively is
missing.
While no attempt has been made to
implement the policy as defined in 2013,
an attempt at defining a New Cyber
Security Policy in 2015 failed miserably
as it did not consider the above aspects
and led to public furore where users
were burdened with the responsibility
to store all encrypted information for
at least 90 days.
An overview of India’s cyberspace
environment throws up the following
two facts:
• India is an exporter of information
on a net basis. Popularity of social media
platforms and our failure to create
similar platforms of our own locally has
resulted in data of millions of Indians
travelling on digital highways that lead to
the West. Most such Internet gateways
and related equipment deployed by
Internet providers in India are untested
despite originating from China.
• With over 500 million using the
Internet today (and growing rapidly),
using various devices from the cheapest
to the most expensive – largely of
Chinese origin which have not been
checked for remote access, we are prone
to large-scale hacking.
With these circumstances, where
National Security Policy, 2013 remains
a statement of principles and intent,
it should now be strengthened with a
doctrine defining an implementable
national cyber strategy covering the
following:
We have skilled IT workforce that is
globally recognized. India should focus
on harnessing such skilled manpower
in a manner which creates a cadre of
skilled cyber specialists with appropriate
pay and benefits. Similar to the current
cadre of IAS and trained tary personnel,
a technically competent cadre of IP

specialists should be created which
attracts the best Indian talent through
competitive evaluation.
Industry – both public and
private sectors needs to be closely
involved in adopting best practices
for cybersecurity, particularly in
infrastructure which services large
swatches of our population such as oil
& gas, telecom, banking, power, water,
food supplies, etc. All the encryption
work at any level should necessarily be
linked to individual’s/institution’s digital
footprint in a manner such that while it
does not compromise the encryption
security, at any stage, it provides a digital
trail for forensics by the government.
We need to create a National Cyber
Security Authority as a functioning
secretariat with proficient permanent
and semi-permanent staff
that
continuously develops skills in defensive
and offensive cyber operations. All
existing agencies of the government
such as intelligence agencies, NTRO,
etc should be part of its policy wing
that provides latest threat assessments.
In view of the offensive cyber
capabilities already being used against
us by Pakistan and China, our need of
the hour is not only to build defensive
capabilities but also similar offensive
capabilities designed to intrude,
intercept and exploit digital networks
as a cyber arsenal. This will function
as deterrence with powers for its use
resting with the PMO (as in the case of
nuclear command) with parliamentary
control. A legal framework should also
be put in place to regulate use of such
cyber capabilities on domestic networks
under use of Indian citizens.
Lalit Chandak
CEO
Span Telecom
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Securing Networks: A Balanced Approach
The process of reducing risk is iterative, after each round of plugging vulnerabilities and
mitigating possible impacts, the new risk has to be reassessed and the cycle continues
Over the last two decades, in a hurry
to cash in on this accelerating market,
software and hardware vendors flooded
the market with network and security
products full of untested vulnerabilities,
and enterprises and governments
deployed them with minimal due diligence.
When the inevitable exploitation of
these security holes started making an
appearance, businesses and vendors alike
took an ad-hoc approach to security,
producing a less-than- satisfactory result.
Consequently, we are today saddled with
a security apparatus that has been bolted
on to networks, rather than built into the
technology that runs networks.
Where does all this leave the hapless
owners of networks? They have to keep
operations moving forward, regardless
of technical vulnerabilities and policy
confusion. Nowhere is the risk more high,
and the need more stark, than in critical
national networks. While government
bigwigs and corporate head honchos
sort out a response to the threat, there is
a lot that people operating these missioncritical networks can do to ameliorate the
threat, and secure defence networks.
We will not attempt to identify
individual threats and responses, but
deal with a generic approach to network
security, which, we hope, will provide a
framework for security and serve as a
guide to focus on security resources.
The Methodology
The generic principle of risk
assessment remains the same as in any
security threat. We begin with a basic
definition of risk. Without proof, we
shall state that Risk – Likelihood of an
attack xDegree of vulnerability x Impact
of a successful attack. The loose formula
stated above is self-explanatory if one
is sure to be attacked, and has a glaring
vulnerability, but the impact of the attack
is minimal, then the risk is low. Likewise,
40
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if an attack is certain and the impact
is catastrophic, but there are very few
vulnerabilities, the risk is low, etc, etc.
The interesting thing about this
definition of risk is that the first-order
likelihood of attack is usually outside the
control of the organization: externally
serving critical networks are almost
certain to be attacked, no matter what,
while an isolated internal network is a
remote cattle ranch and is unlikely to be
attacked. Each organization will need
to assess the likelihood of an attack,
and realize that likelihood is not an
independent variable, but varies with
vulnerability and impact: if you plug
vulnerabilities and mitigate impact, then
all but the most determined attackers
will be discouraged, thus reducing
likelihood. While organizations do not
often have direct influence on the firstorder likelihood, they have control over
the second order.
The process of reducing the risks is
iterative, after each round of plugging
vulnerabilities and mitigating possible
impacts,
the new risk has to be
reassessed, and the cycle continues till
risk is acceptable, or diminishing returns
make further iterations impractical.
Armed with this method, we are now
ready to apply them to critical national
networks.
Assess Vulnerabilities
This is the first step that operational
leaders should take, basically because
vulnerabilities are largely independent
of impact and likelihood; they are
amenable to objective analysis and yield
immediate returns. Vulnerabilities may
broadly be classified and assessed under
the following categories: Technology
Vulnerabilities; Human Vulnerabilities;
and Policy Vulnerabilities.
Technology vulnerabilities are the
easiest to quantify and tackle. Most of

the vulnerabilities arise because software
tries to do “cute” things in an effort
to make content rich and clever. An
example is the movement from Web 1.0
to Web 2.0, where browsers and servers
were pumped full of security holes in an
effort to make the web experience rich
and interesting. It was very difficult to
attack boring read-only Web 1.0 pages,
but they were safe! The richer the feature
set of software, the more the complexity,
and the more the vulnerability.
A simple response to security holes
would be: “Don't use any Product
anywhere”. This approach may not be
practical in generic civilian networks, but
in critical national networks, where the
content is very streamlined, controlled
and limited, and the security versus
complexity tradeoff can be biased
towards security, this is a very practical
approach. A more nuanced approach
would be to use a very limited feature set
of selected products, having disabled or
compiled out all but the essential code.
Without going into greater detail, here
are a set of recommendations.
Technical Factors
The KISS principle (Keep It Simple,
Stupid) is the best response to technical
vulnerabilities. Not only does it force
organizations to look at applications and
products as a source of vulnerabilities,
but it also saves on resources and
operational expenditure by limiting the
set of managed entities in the network.
As a start,
• Web 1.0 Vs web 2.0: disable active
content in websites and browsers
• Choose a browser, then disable all
plug-ins and “cute” extras
• Move towards a simple Operating
System with basic capabilities
• Simple databases with simple queries,
sacrifice performance for security

• Configure or Compile out unused
applications and infrastructure, have
only what you need and use KISS defines
an entire approach to security, and need
not be limited to software and systems.
It is especially useful and effective in
sensitive networks, because a bit of user
experience can be sacrificed for security.
People and Process Factors
Increasingly, idiotic and malicious
insiders are becoming the single-largest
security threat to critical national networks.
Idiot-proofing networks is a (not so
simple) matter of identifying Murphy
areas and plugging them, and making sure
that a well-thought through operational
policy is vigorously implemented,
monitored and continuously updated.
Having customized USB ports is an
example of plugging Murphy areas: as
long as there is a USB socket available,
some day, somewhere, some bright spark
will shove a stick in it is a glaring Murphy
area, and needs to be plugged.
The malicious insider, on the
other hand, is a much more difficult
vulnerability to plug. Tackling this threat
will tax the ingenuity and resources of
the organization, especially sensitive
government organizations. The measures
to plug vulnerabilities exposed by
malicious insiders cut through all activities
and functions of the organization, from
making sure that the morale is high (a
vast majority of insider attacks are by
disgruntled employees or ex-employees)
to making sure that the cost of violating
policy is prohibitively high, through
to having robust access control and
anomaly detection systems. This is too
vast a topic to be dealt with here, but
we will outline the generic approach that
may prove helpful.
• Layering/Splitting of Duties: All
critical activity in ICT operations should
be divided amongst multiple individuals.
The aim should be to make it impossible
for one person to make critical changes
without active collaboration from
another.
• Least Privilege: Accord only the bare
minimum privilege required to do his/
her job to each individual, and manage
privilege actively as job roles change.
• Extra Monitoring of Users with
High Privileges: System Administrators/
Operations personnel need to be
monitored specifically for anomalous

behaviour. Over half of total malicious
activity, and almost all of highly
sophisticated malicious activity, is carried
out by people with skills and access
privileges.
• Strictly Regulate and Monitor
System changes: A well-defined, widely
publicized and strictly monitored change
management process goes a long way in
deterring or detecting malicious activity.
• Scrutiny of Employee Online
Behaviour: All activity that affects critical
system behaviour should be logged in
fail-proof and tamper-proof system
loggers. Routine and surprise audits of
this system log should be performed.
• Block Remote Access: Most nongovernment enterprises provide remote
access to employees, and use layered
defence to secure the network. For
critical national networks, blocking
remote access is a viable option, and
should be actively considered. Access to
network operations terminals should be
regulated physically.
• Pre-Attack Behaviour Detection
and Monitoring Policy: Most malicious
attacks are preceded by pre-attack
behaviour, and this needs to be studied
and supervisors educated. In civilian
networks, this usually begins with the
strict background checks during hiring
process (in a study, 30 per cent of
those who carried out insider attacks on
businesses had previous convictions).
In critical national networks, perhaps a
special security clearance may be sought.
A system of monitoring, reporting and
investigating disruptive behaviour needs
to be worked out.
• Understand your Network:
Baseline network behaviour, understand
the resource utilization patterns, audit
the ports used, traffic patterns, flow
patterns, etc. An understanding of
normal network behaviour enables quick
detection of anomalous behaviour or
malicious activity.
•
Audit your Applications: A
comprehensive list of executables
running on systems yields a quick way
of detecting new and unauthorized
applications running on the system.
Insider threats are an area of intense
research, and it can be appreciated that
each of the steps above will require
in-depth study and analysis to be fully
implementable. However, these are very

much doable, and indeed necessary, in
order to maintain a degree of security.
Policy Factors
A somewhat more fuzzy area of
vulnerability is weak policy – its impact
is far more difficult to quantify, it does
not lend itself to easy definition, and its
dangers are not easily articulated. But it
is real and impactful, so much so that
in its absence, the risk spirals upwards
exponentially over time. A policy defines
the emphasis of the organization, the
processes that further this emphasis and
the sanctions enforced for policy violation
therefore, unless there is a clear and
articulated security policy, all functions
of the organization will not align their
efforts towards its furtherance.
A well-formulated security policy
incrementally nudges its adherents
towards better and better security,
continually improving their focus
and efficiency. It provides a reference
document to which every person can
revert in case of uncertainty, and serves
as a baseline for detecting, correcting and
punishing aberrant behaviour. It enforces
uniformity through the organization.
It also means that standardized tools
and processes can be implemented
throughout the organization.
A weak policy, misaligned to the
organizations goals, creates vulnerabilities
at the macro level. For example, if a
policy overtly emphasizes cost saving,
then every process and procedure in
the organization will err on the side of
cost saving, dozens of small decisions
will be taken by lower-level functionaries
that compromise security in the interest
of cost saving, and eventually the
cumulative effect of these decisions will
kill security.
In conclusion, while threats to
defence networks are many and varied,
it is quite possible to contain the risk and
enjoy the benefits, even in the absence of
a coherent doctrine and top-level guiding
policy from governments. There is a lot
that individual sensitive government
organizations can do on their own to
keep their wires buzzing.
KPM Das
India Cyber Security
& Trust Officer
Cisco Systems India
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Cyber Security

A Boardroom Conversation
Cyber criminals are cultivating new and sophisticated techniques and channels to exploit
security loopholes, and businesses need to stay vigilant
Cybersecurity remains a pressing
concern today. As citizens, organizations
and countries continue to evolve within
an ever-changing digital landscape,
the cost of cyber-attacks continues to
rocket exponentially and is predicted to
hit rupees two trillion by 2019. From
stolen intellectual property to matters
of national security, security in the cyber
sphere has serious implications.
Like governments all over the world,
Indian authorities are working to keep
pace with the rising threat assessments.
A few years ago, the Indian Government
unveiled a National Cyber Security Policy
aimed at protecting “public and private
infrastructure”. Designed to anticipate
and respond to threats, minimize
vulnerabilities, and put in place damage
control processes, the policy envisioned
an enlightened approach to creating
a trusted cyber sphere. Such policies
and initiatives have been developed to
encourage the adoption of information
technology, while addressing fears of
privacy.
On the threat side of the ledger,
the policy sought to put in place early
warning systems, adequate responses
and vulnerability assessment and
management programmes. Since then,
India’s evolving cybersecurity framework
has been based on an assessment
of threats from espionage, warfare,
terrorism and crime. And, this is just the
beginning.
To this end, the government is
seeking to craft an ambitious strategy
to create a secured ecosystem based
on open standards, strong regulation,
risk reduction, human resource
development, awareness drills, publicprivate
partnerships,
international
cooperation,
and
research
and
development programmes. This task has
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www.varindia.com/cyber-security

the highest priority for implementation
and operationalization.

Rising Complexity of Cyber
Threats

While
governments
and
organizations strategize to address
the rising complexity of cyber threats,
the size, severity, and complexity of
each attack is continuing to increase.
This growth shows no sign of abating.
From a cyber-attack on the power grid
in Ukraine to hackers using malware
to siphon more than $2 million from
automated teller machines in Taiwan, we
have learnt that cyber-attacks can strike
anytime and anywhere.
Closer to home, India's largest
e-commerce website IRCTC, too, came
in the news recently when the reports
surfaced of the website being hacked.
Data of around 10 million customers was
feared to have been stolen from the server
of the e-ticketing portal – an example
of how organizations are continually
being challenged to re-evaluate the state
of current cybersecurity readiness.
While the debate on cybersecurity
has focussed around national strategies
thus far, there is also a need for Indian
enterprises to embrace this new reality
and put the right security mechanisms
in place. Cybercriminals are cultivating
new and sophisticated techniques and
channels to exploit security loopholes,
and businesses need to stay vigilant and
make cybersecurity a priority investment
in managing risk, rather than just another
business expense.

Needed Cyber Security Vision
and Roadmap

With the complexities and threats
in the cyber world, it is important for
governments and businesses to cooperate

in the assessment of cybersecurity
readiness and respond with tailored
solutions. Globally available packages
include custom-built applications on
top of Apache Hadoop, open-source
solutions, or other commercial partner
offerings.
While there will never be a “onesize-fits-all” solution, it is imperative
that organizations consider a variety
of mixed options to combat security
needs. With a credible partner and clear
data security strategy, governments
and companies can become more
aware and cyber resilient, extending
the risk management focus from pure
information confidentiality, integrity,
and availability of data to include that
of reputation and customer channels.
On top of that, nations, industries,
and businesses need the right skills in
place to ensure vigilant maintenance of
cybersecurity strategies and solutions.
With the cybersecurity skills shortage
impacting organizations throughout
India and across the globe, several
organizations in the country have come
together with the aim to focus on the
development of such skills. Yet, the
onus is on businesses to collaborate,
leverage on each other’s expertise, and
focus on training initiatives that will
help to upskill their current employees
for the security intelligence they need.
Only then can we all come together
as one community to fight cybercrime
and prepare ourselves for this new era.

Daniel Ng
Senior Director,
Marketing APAC
Cloudera

Balancing Cloud with Data Protection
Encryption and tokenization are becoming accepted best practices to support compliance with
data privacy laws and improve overall security
Global cloud adoption continues to
accelerate, but organizations in many
countries have been hesitant to use cloud
because of concerns over the privacy
and sovereignty of sensitive data. Privacy
laws have been enacted in many countries
aimed at requiring organizations to
protect personal data of their customers,
patients, subscribers, etc from hackers,
with stiff penalties for data breaches
and non-compliance. Many of these
countries are also extending these laws
to address heightened concerns about
the potential for external countries and
their intelligence agencies, e.g. CIA (US),
MI6 (UK), MSS (China), etc to access
sovereign data residing with foreign
cloud providers.
But today’s reality is that most cloud
providers have infrastructure that crosses
national boundaries and even continents,
but with ubiquitous access, comes with
a loss of visibility and control over
where your data is actually located. While
some of these providers are opening
data centers in multiple countries with
the goal of satisfying local privacy laws,
there is a common misconception that
by opening local data centers a cloud
provider necessarily meets local data
privacy laws.

Data Sovereignty Vs Data
Residency

Many people assume that data
residency equals data sovereignty. In
other words, if you control the location
of data, then you also control what laws
might apply to that data. This used to
be the case in the physical world – if
paper personnel records are stored in a
file cabinet in India, a court in Europe
would have no ability to demand access
to these records. But this model has not
kept up with today’s electronic records,
connected systems, and the very nature
of the cloud.

In order to assure data sovereignty,
you must look beyond where data is
stored at rest, and consider where the data
might travel and where it is controlled.
Most cloud providers that support data
centers in multiple regions maintain
centralized “command and control” over
their networks and data – usually in the
country where the provider originated.
For instance, courts and intelligence
agencies in the US can demand US cloud
companies, e.g. Amazon, Salesforce,
Google, etc to turn over data stored in
their controlled data centers in Europe,
Singapore and India.

Enabling Cloud while
Protecting Privacy

Despite these challenges, the benefits
of the cloud are too significant to ignore
– reducing costs, fast deployment, easy
scalability, and making businesses more
agile and competitive. This has created a
growing interest in customer-controlled
encryption and tokenization solutions
that enable organizations to leverage the
cloud while assuring that sensitive data is
not exposed.
The basic premise of customercontrolled encryption is simple and
elegant – organizations encrypt specific
data before it goes to the cloud, and
maintain persistent control over the data
during its entire lifecycle.
With any encryption solution, it is
critical that the encryption keys are held
exclusively by the organization, and not
shared with the cloud provider to ensure
that no outsider, hackers or foreign
agencies can access protected data.
Tokenization follows a similar model
to meet strict data residency requirements.
Sensitive data is stored in a secure
repository controlled exclusively by the
organization, while random substitute
tokens are sent to the cloud.
Encryption or tokenization, if properly

applied, can eliminate the possibility of
cloud providers or outsiders accessing or
disclosing sensitive personal data either
by accident, hacking, malicious insiders,
or forced government disclosure.
Security companies are providing
innovative solutions to address these key
cloud challenges. They allow organizations
to retain complete control over their data
in the cloud by applying encryption and
tokenization, in real time, before sensitive
data leaves the enterprise, using keys that
are retained by the organization. The
data protection provided is operationspreserving to not impact the application
functionality and usability.
Business
and
government
organizations today face greatly increased
challenges when managing consumers’
personal information, including a dramatic
increase in the use of cloud computing,
steep increases in cybersecurity threats
and global increases in data protection
regulations and penalties for noncompliance
Given the rapid changes in
cloud technology and the slow pace
of
regulations, specific technical
requirements are not fully spelled out in
most data protection laws. This means
that it is incumbent on organizations to
take reasonable and adequate measures
to protect sensitive data, and implement
sufficient measures to prevent data
breaches, business interruption, and
reputational damage. Encryption and
tokenization, if properly implemented,
are becoming well accepted best practices
to support compliance with data privacy
laws and improve overall security.
Pravin Kothari
Founder & CEO
CipherCloud
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Lacuna's in India’s Cyber Security
DT Act, 2000 Amended DT Act, 2000 will definitely help India
The amendment of 2008 has failed
to define word “Hacking” or “Hacker”,
surprisingly the act of hacking with the
very word “hacking” finds a mention in
section 66 of the original Act.
Section 79 of the amended IT Act,
2000 is not a penal section under the Act.
Penalty under the Act would arise on any
person or a body corporate. When an
incident has occurred on account of other
sections such as Sec 43, 43-A, 65, 66, 66A,
66B, 66C, 66D, 66E, 66F, 67, 67A, 67B,
69, 69A, 69B, 70, 71, 72, 72A, 73, 74, 84B,
84C etc. which can be brought under any
of these sections and the person who is
accused is otherwise an “Intermediary” as
defined under the Act, then the provisions
of Section 79 apply. These provisions give
him an opportunity to escape his liability.
To use these provisions he needs to act
such in a manner which can be considered
as “Exercising Due Diligence”.
The amended IT Act, 2000 has not
specifically dealt with the issues pertaining
to Ediscovery. Today, increasingly
organizations are relying upon digital
evidence like email etc. and media as
a means of communicating with each
other and conducting business. IT Act,
2000 remains silent on this issue and also
leaves scope for business exploitation of
Ediscovery by large consulting firms at
their own interpretation.
The IT Act, 2000 have not dealt with
spam issue in a comprehensive manner.
The definitions section does not define
the word spam nor is even mentioned
anywhere in the Act. The practice of
sending unsolicited emails is getting
rampant in India which also amounts
to breach of individuals right to privacy
on the net. While India already features
in the top ten nations from where spam
originates. The legislature did not think of
taking exclusive cognizance to this huge
menace, which jams our new national
resource “the bandwidth”.
A Cyber Cafe is also an “Intermediary”
hence the obligations under Section
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79 and the rules framed there in for
“Intermediaries” already apply to Cyber
Cafes. The rules for Cyber Cafes are
incomplete rules requiring further rule
making at the State Government level.
The rules also infringe on the powers of
the State Government for maintaining law
and order in the State.
Cyber Squatting which relates to
stealing or assuming a domain name of a
established brand by a new or less known
brand or a company or an individual, is
not exclusively covered in the IT Act.
The crime of pornography by foreign
websites is let loose and is not discussed
nor being penalized. This flaw also makes
Indian cyber criminals to host their
pornography related website’s on foreign
shores without being accounted for in
Indian territory.
Taxation of ecommerce transactions
when a transaction is committed from
Indian jurisdiction is not explicitly
discussed nor any passing references are
made in a view to bind it with Indian tax
laws.
Cyber crimes committed by web sites
of foreign origin like spreading of viruses
and worms, selling banned medicines and
drugs, selling devices harmful for India
internal security etc. do not find a mention
in the IT Act, 2000.
Jurisdiction of electronic contracts is
not clearly defined in the Act. Cross border
contracts since “Click-Wrap” contracts
are not legally recognized as equivalent to
digitally signed contract, body corporates
relying on “Click-Wrap Contracts” (Where
the user clicks on a button or checkbox
I agree”) need to take such additional
measures as may be required to provide
a supplementary evidentiary base for
validating the contracts.
A clear section with regards to
Jurisdiction of courts over parties staying
or operating in different jurisdictions
or countries is not covered. Even
though having a complete separate legal
jurisdiction for the cyber world, is not an

expectation but certain clear guidelines
necessary help lower courts and humble
netizens.
Law remains silent for stamp duty
on electronic contracts. eStamp duty if
permitted can yield lot of revenue to the
government.
Internet hour theft being completely
intangible and different type of theft other
than theft of tangible items. Internet hours
or bandwidth theft is not taken care of in
The IT Act, 2000.Recourse to section 379
of The IPC may not result in justice for
reasons of interpretation.
There is no power given to police
for entering and searching private places
.Many cyber criminals operate from homes
where police cannot search. Also major
penal sections though cognizable are also
bailable, this option allows the accessed to
seek and get anticipatory bail before even
action begins.
Major offences covered under this
Act are bailable. Thus interim reliefs,
anticipatory bails etc. would be in vogue
with cyber criminals.
The IT Act, 2000 does not explicitly
consider Intellectual Property Rights in
the Internet domain.
There is no clause under section 43
which describes cyber/online defamation,
thus has no provision for compensation
for cyber/online defamation.
The definition of data includes sound
stored, sent or received, that makes even
a person speaking on microphone liable
under The IT Act, 2000 as what he says
is a Data.
This law does not talk explicitly of
forming cyber crime courts for criminal
trials. The law is silent on authorized cyber
forensics tools to be used in investigation.
Prashant Mali, Advocate
Practicing lawyer from
Bombay High Court.
Specialist in cyber and electronic
evidence related matters)

Balancing Cloud with Data Protection
Encryption and tokenization are becoming accepted best practices to support compliance
India’s National Cyber Security
Policy was adopted in 2013 and includes
both high-level principles and targeted
objectives and proposals. However, the
plan has not been fully implemented
and the legal framework supporting
cybersecurity remains weak. India has
been no exception to the devastating
cybersecurity breaches that hit multiple
industries across the world in 2016. These
attacks have proved, time and again, that
no one is immune to sophisticated cyberattacks.
In
this
sophisticated
threat
environment, where traditional security
tactics are failing, it is high time we revisit
our security posture to build a strong
cyber-resilient framework. As businesses
lean on technology for business advantage,
newer threat vectors are emerging.
Substantial growth in the online and
digital data, smart city initiatives by the
Indian Government have pushed the
Internet of Things (IoT) market and
indirectly the cybersecurity space in India
by leaps and bounds. Cyber-attacks
have increased year over year making
Indian business and government sites
more vulnerable. It is now important for
Indian enterprises to look at methods
to prevent attacks and not just detect
attacks. For protection against today’s
attacks, the emphasis should be on speed
and prevention. Organizations need
to take a more proactive approach to
cybersecurity.
As businesses and government
managed citizen services go increasingly
digital, cyber threats are only going to
become even more difficult to track,
predict and manage. Tackling or preparing
for cybercrime is perhaps going to become
the most important task for any enterprise.
Without a proactive, people-centred
cybersecurity strategy in place, businesses
run the risk of alienating customers even
before they engage with the brand.

Components of Cyber Security

Framework

• Right Security Architecture
The right architecture creates a
framework for a stable security platform.
By implementing the correct architecture,
you eliminate single points of failure
providing the necessary strength and
resiliency to maintain operations and
security under any circumstances.
Improper architecture is the most common
cause for catastrophic failure that leads to
unavailability and security issues.
• Human Element
You are only as strong as your weakest
link.
If people are improperly trained or
(worse) disgruntled, they can misconfigure
technology, which can cause catastrophic
and unrecoverable disaster. Companies
need to educate employees about security
– teaching them about the dangers of
phishing, unencrypted data and lax
reactions, etc.
• Choosing
Right
Security
Technology
Security products should prevent the
enemy from getting inside the network.
Detecting and blocking the threat only
after it has penetrated the network does
not really make any sense, especially when
you can prevent it.
A robust security framework that
seeks to prevent and not just detect
security threats is an absolute must. In
addition, the framework should evolve
with the growing business needs. Periodic
optimization of security infrastructure
will also help enterprises detect and
prevent more threats and lower the total
cost of ownership on previous security
investments.

Peak into the future

As we look into 2017, we expect
to see mobility, Industrial IoT, critical
infrastructure and the cloud being the key
areas of focus for hackers, besides the
traditional threat vectors that exist today.
As attacks on mobile devices continue

to grow in the world of mobility, we can
expect to see enterprise breaches that
originate on mobile devices becoming
a more significant corporate security
concern. The recent nation-state
sponsored attacks on journalists’ mobile
phones mean that these attack methods
are now in the wild and we should expect
to see organized crime actors use them.
Critical infrastructure is highly
vulnerable to cyber-attack. Nearly all
critical infrastructures, including nuclear
power plants and telecommunications
towers, were designed and built before
the threat of cyber-attacks. In early 2016,
the first blackout caused intentionally
by a cyber-attack was reported. Security
planners in critical infrastructure need
to plan for the possibility that their
networks and systems will see attack
methods consistent with multiple
potential threat actors, including nationstates, terrorism and organized crime.
There will also be a rise in ransomware
attacks impacting cloud-based data
centers. As more organizations embrace
the cloud, both public and private,
these types of attacks will start finding
their way into this new infrastructure,
through either encrypted files spreading
cloud to cloud or by hackers using the
cloud as a volume multiplier.
No
sector
is
immune
to
vulnerabilities today. Threat researchers
say the number, sophistication and
virulence of cyber threats continue to
grow day by day. Our core focus needs
to shift to threat prevention space
across endpoint, network and mobile,
besides detection solutions.
Cybersecurity is no longer an option,
it is an absolute necessity.
Bhaskar Bakthavatsalu
MD - India & SAARC
Check Point Software
Technologies
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Managing Cyber Security Risk
Digital technology and cashless economy has given rise to many cybersecurity threats
Every organization with digital
information assets should have a well
laid-out plan to support its security and
be compliant to the laws of the land. To
achieve this goal, major stakeholders in
the company should come together and
build a remedial plan in case of any cyber
incident. Every company’s approach to
mitigating privacy, security risk, complexity
and viability of these programmes differs
from company to company, depending on
its size, space and industry.
Organization that has a limited clientele
and revenue, and which handles a small
amount of non-public financial data might
develop a brief charter points for a privacy
and security plan, or perhaps a written
standard or policy setting forth the entities
regulatory and legal obligations from a
privacy perspective. On the other hand, a
large and more complex corporation that
handles sensitive information is likely to
have a number of governance documents
that outline and implement appropriate
privacy, security policies, processes,
procedures and measures. The key factors
to be taken into consideration while taking
stock of your risk are:
Legal and regulatory risk: What sets
of compliance, regulations and principles
are required to be followed?
How could a data privacy breach or
security incident do to your reputation
among your customer base?
What would happen if you are
required to notify the media, regulators,
shareholders, stakeholders of the
organization and how this shall impact
your business and image in the corporate
world?
What are the financial risks of
an external threat and attack to your
information system? Could this downtime
affect the revenue of your organization?
Could the external and internal threats
hamper your operations? What losses
directly or indirectly your business would
incur caused by a security incident or
unforeseen disaster?
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Could your business partner take you
to court for laxity in implementing proper
security practices and causing huge
monetary loss?
What could happen if the lawenforcement agency would register
offence for keeping the information
system unattended and making a gateway
for criminals to commit crime at your
expense?
What could happen if your data is
encrypted and demanding ransomware?
Would you like to be caught at ransom for
your negligence?
Once you have identified your risks,
start thinking about programmes and
procedures that address the risks that
could have the largest and the most
immediate impact on your business. A
third-party assessment of your system,
vulnerability assessment and penetration
testing and implementation of proper
cybersecurity practices are recommended
for data protection, privacy governance,
security framework and compliance.

Taking Inventory

An inventory of your physical and
data assets should be performed to help
shape your security programs. Conduct
a sensitive information inventory and
data diagramming exercise to identity the
systems and applications on your network
that need highest level of physical and
technical security.

Internal governance

Creating policy and governance
documents is a very important challenge.
Does the company really need a highly
detailed incident response plan and
should the privacy policy be elaborative
in nature? You should leverage and
implement from documented best
practices, follow compliance and build
up an ecosystem, wherein there is a
minimized risk to your information and
data assets. The organization’s incident
response plan should be tailored to the

risk your business faces. It should be a
road map for security, compliance and
business leaders in the event of business
interruptions, business attacks, natural
disasters and data breaches.

Monitoring and Compliance

Any
organization
handling
information should have dedicated
cybersecurity personnel, conduct regular
audit, monitor network for vulnerabilities,
threats and security events. Organization
should ensure that their staff is aware of
security and privacy rules and remains
vigilant against policy violations. Make
sure that your security professional has
an up-to-date understanding of privacy
and security laws, rules, regulations and
industry best practices by monitoring
developments and periodically updating
policies to reflect any significant changes.

Progress Mapping

Changing organizational culture
and successfully implementing a set of
standards might encourage business
leaders to expand and implement
organizational privacy and security
programmes. An effective cybersecurity
plan should have:

Training programme for
employees
•
•
•
•
•

Use of licensed softwares
Building, deploying effective hardware
and software firewalls
Establishing a collateral server
Keeping the backup option on while
configuring the OS. This shall ensure
that no data be lost.
Choose a vendor giving you complete
solutions under one roof
Dr Harold D’Costa
CEO
Intelligent Quotient
Security System

Stepping into a Secure World
A strong mobile security regime undoubtedly has significant benefits, but, due to inaccurate
end-user preconceptions, it is challenging to implement it
In 2015, a British insurance
company, Lloyd's, estimated that, due
to cyber-attacks, the industry incurs a
staggering loss of $400 billion a year,
which includes direct damage plus
post-attack disruption to the normal
course of business. However, other
forecasts, over the past year, have put
the cybercrime figure at a frightening
$500 billion and beyond. In fact, as
the world increasingly becomes digital,
cybercrime has the potential to be one
of the greatest threats to organizations
around the world.
According to the BlackBerry’s
mobile security research conducted by
BlackBerry Limited, a leader in secure
mobile communications, while 73 per
cent of organizations have a mobile
security strategy in place, just 3 per cent
have implemented the highest levels of
security possible. This is due in part
to user’s attitude – 82% of executives
say their existing mobile security
practices cause frustration among their
employees, while 44 per cent fear that
too much security will prevent staff
from doing their jobs. These attitudes
have led to a risky environment, one in
which nearly nine out of ten executives
(86 per cent) are nervous that their
company’s security won’t be enough to
keep out hackers or malware. Part of
the reason organizations are opening
themselves up to these risks is because
of the growing trend of BYOD – where
despite the popularity, almost half
believe that supporting a BYOD policy
is a risk. So what can be done about
this volatile business environment?

Security is an enabler, not
an inconvenience

Time and again, we hear people
speak about information security
as a hindrance or an inconvenience.
However, when implemented properly,

security works with the employees, not
against them. Security is, in fact, an
enabler. It can connect people to their
required resources with ease, allowing
them to work seamlessly with tools
they are comfortable using. Security
focusses on meeting the needs of the
end-user, helping them become more
productive, alongside the needs of
IT. But, for that, an active approach is
required by IT departments, especially
for BYOD.
Half of executives surveyed by
BlackBerry predict that their employees’
mobile devices will inevitably result in
security breaches at their organization.
Therefore, a critical element to
a successful BYOD or COPE
(corporate-owned, personally-enabled)
mobile environment is ensuring the
isolation and separation of personal
and business mobile data, also known
as containerization. However, nearly
45 per cent have no containerization
technology in place. And no one is sure
how to address this challenge, whether
on corporate-owned or BYOD devices
– despite half of respondents agreeing
that support of BYOD creates risks
at their company. A strong mobile
security regime undoubtedly has
significant benefits. However, due to
inaccurate end-user’s preconceptions,
it is challenging to implement it. To
address this, it is advisable to regularly
evaluate the controls and policies in
place to protect the organization.

Security is not a luxury

The predicted losses of billions of
dollars clearly underline the paramount
importance of security in today’s world.
A world where data is on the move –
on smartphones, tablets, wearables and
laptops – with travelling executives,
sales people, field workers, contractors,
clients and partners. All this access

comes at a price: security. Companies
and IT departments are working hard
to balance the benefits of mobility –
greater productivity, happier workers,
decreased costs and increased flexibility
– with the risk that a lost or stolen device,
malicious app, insider threat or other
vulnerability may threaten the safety of
corporate data and assets. In line with
this, BlackBerry has recently unveiled
its mobile-native approach to security
with the launch of a comprehensive
platform designed for the Enterprise
of Things. The BlackBerry Enterprise
Mobility Suite enables a consistent
approach to endpoint management
across multiple OS platforms. It
completes the integration of the
company's prior acquisitions of
security software companies, including
Good Technology, WatchDox, AtHoc
and Encription. With over 80 security
certifications, BlackBerry recently
ranked the highest in all six use-cases
of Gartner's "Critical Capabilities for
High-Security Mobility Management"
report.
According to various industry
reports, cybercrime costs have
quadrupled from 2013 to 2015. This is
expected to quadruple again from 2015
to 2019. Juniper research predicts that
the rapid digitization of consumers’
lives and enterprise records will
increase the cost of data breaches to
$2.1 trillion globally by 2019, increasing
to almost four times the estimated cost
of breaches in 2015. Therefore, now is
the time to act and secure (our) one of
the most valuable assets – data!
Narendra Nayak
MD
BlackBerry India
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Create Awareness to Protect
Cyber Threats
Mobile networks are inherently secure and data is protected, but the lack of awareness around
risks lurking in the cyberspace is posing new challenges
Internet is undoubtedly one of
the greatest technological blessings of
our time but we cannot overlook the
possible threats such as hacking, cyber
stalking, fraud, bullying and abuse. They
are making headlines every day, and the
incidence has only increased in the recent
past. It is easier to identify such harms
and mitigate the risks in real life, but in
the virtual world very few understand
how to identify and resolve these issues.
As service providers, the onus is on
telecom operators to ensure that users
not only benefit from being connected to
the information superhighway, but they
are also adequately equipped to protect
themselves from falling prey to online
harms.
The emphasis is not only to bring
the new but old mobile users too within
the folds of a connected world and also
educate the next generation of users on
safe Internet practices. As digitization
touches every aspect of our life, it is
important for all of us to acknowledge
and understand the nature of threats we
are exposed to and how to avoid them.

Digital Transformation
through GSK

As users migrate from voice and
feature phones to data and Internetenabled phones, the transition should
be without fear and hesitation. To
make this happen and to answer any
question on the new way of connected
life, Telenor Grahak Shiksha Kendras
(GSK) or customer education hubs are
playing an important role. There are
nearly 400 GSKs across nine states where
trained customer relation executives
are educating customers on how to use
an Internet-enabled mobile device and
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www.varindia.com/cyber-security

telling them about the benefits of being
connected by taking precautions such as
strong passwords and getting the privacy
settings right.
Initiatives like Internet on Wheels,
where the retail store comes to the
doorsteps of customers. These are the
first steps towards acquiring digital skills
and also help customers understand
Internet to use it more meaningfully.

Cyber Safety for Children

In 2012, when everyone was
discussing faster Internet speeds and
improving customer experience, a survey
commissioned by the Telenor Group
revealed that over 134 million children
will come online by 2017 in India alone.
However, given the pace of Internet
growth in the last five years, this number
will be far higher than any estimate. While
this is an indication of how fast our
younger generation is becoming part of
the technology changes happening across
the world, the survey also highlighted the
low resilience among them when it came
to online threats.
Proliferation of affordable mobile
devices and easy access to Internet
has exposed our kids to good as well
as harmful content and practices. The
survey indicated that in India every
second child, who is using Internet, has
faced some form of cyberbullying. In
fact, cyberbullying has emerged as one of
the major issues online and often it goes
undetected as children do not discuss the
issue with parents or teachers.
Realizing these vulnerabilities, in
2014 Telenor started a programme called
WebWise in schools. These interactive
workshops focus on creating awareness
among students, teachers as well as

parents. The interactive sessions include
case-studies and practical information on
how to surf the Internet safely, minimize
potential harm on social media, be
resilient to cyberbullying and even tips
on how to set smart passwords. Till now,
WebWise has reached to over 55,000
students in 102 schools across 14 cities.
Most of these efforts are voluntary
in nature and not mandated by policy
or regulation. If the industry is talking
about an Internet-driven lifestyle,
then we should create an environment
where there is no hesitation or fear in
embracing digitization. For example,
as part of a global initiative, Telenor
Group collaborated with the European
Commission’s CEO Coalition to make
Internet a better place for kids and
worked with Interpol to become the first
mobile operator in the world to introduce
Child Sexual Abuse filters for mobile
phones. In India too, Telenor has worked
closely with the authorities to implement
CSA filters to block any content related
to child pornography and today these
websites, as per the Interpol’s list, cannot
be accessed on mobile networks in the
country.
Telenor has been able to successfully
drive cyber safety awareness amongst
various sections of the society, while
ensuring an enriching customer
experience. These are small steps towards
the larger goal that needs support from
all stakeholders in the digital ecosystem.
Sharad Mehrotra
CEO
Telenor India
Communications

How prepared are organizations?
Companies give low security priority to employees and non-technology areas as they strongly
believe they trust the organization
Organizations mostly lack a security
culture as the priority is business and
not security. A combination of process,
accountability and technology is required
to address any issue, but organizations
deviate from this when it comes to
securing information and make three
flawed assumptions.
First, information is
just digital data. Second,
technology can secure
data. Third, ISO 27001 or
PCI DSS certification is
good enough.
However,
criminals
will use every potential
opportunity
at
their
disposal,
right
from
implanting an employee,
studying the entire process
to identify gaps, assessing
documents,
social
engineering, etc to get what
they want. Companies
give low security priority
to employees and nontechnology
areas
as
they strongly believe they trust the
organization. For instance, when an
employee joins an organization, he/she
is given logical and physical access. How
many companies monitor what he/she is
doing with this access? How do we know
he/she is not facilitating cybercrime?
The other vulnerability is the gaps in
the process. We know that a top-down
audit of processes will not reveal process
integration gaps that hackers manipulate.
Unless organizations start looking at
horizontal scanning, the situation might
not change at all.

Certificate of ignorance

Companies always focus on getting
and maintaining ISO 27001 or PCI DSS
compliance certification. These standards

normally focus on detected manifestation
of breach in the IT systems, ignoring the
root causes. Certification is necessary,
but it is not sufficient. Even audits never
reveal the true state as departments get
time to prepare for it. Company leaders
feel contended when the auditor gives a
positive report, but they need to realize

mobilize human resources.
Even if we decide to adopt this
approach, it is possible that we will draw
a blank as bureaucratic delays provide
attackers the opportunity to erase
footprints. So, company leaders need
to tell themselves the following. The IT
capability of criminals is far ahead of IT
capability of companies.
Companies can only hope
to increase deterrence and
reduce the lag in detection.

Crime de la Crime

that they are fooling none other than
themselves. They eventually pay a huge
price, as it leads to an impact due to the
flaws in the approach.
While we boast of high-end technology
implementations, let us internally look at
the capability and training provided to
people who monitor the system. In most
cases, the information security team is
understaffed and undertrained. We know
we can't fight a war with an army without
ammunition.

Legal vs Eagle

Also, let us not put too much store
by legal recourse. Cybercrimes are
executed from beyond national borders.
Dealing with them effectively requires
greater efforts to collect information and

To counter cybercrime,
CXOs need to think like
criminals. Once we adopt
a criminal's mindset, we
will figure out inherent and
not-so-obvious gaps in the
system, rather than being
satisfied with a certificate
of compliance.
The objective is to go
through the information
ecosystem
comprising
people,
process
and
technology and test each touch point
with the objective of finding a weak spot.
Once this is done, the potential damage
to business will become apparent. Then,
business leaders will appreciate the need
for a pragmatic approach to securing data
and processes. Every corporate in the
world, irrespective of its size, must adopt
this method at the earliest. Otherwise, I
believe, it is only a matter of time before
more and more organizations become
victims of cybercrimes.
Dinesh Pillai
CEO
Mahindra Special
Services Group
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Securing Apps to protect Network
From the early age of computer
technology, programs would support
the work of teams within businesses,
store data and documents on owned
servers that were on-premise. The
computation and storage of this data
would be done through significant
infrastructure on campus. Users could
only access this data by being physically
present at the work terminals. As
companies began storing increasing
amounts of valuable data digitally, IT
security spend increased accordingly.
Firewalls and antivirus programs
protected information, keeping it
safely locked up inside the office.
Companies migrated to web-based
services, heralding the beginning of
the work-from-home revolution. It
empowered employees and reduced
the need for storage and hardware, at a
cost, of course.

App Revolution

During the last few years, with
the advent of apps, we have seen
a revolutionary change in the way
business is conducted. Companies have
witnessed raised efficiencies, unlocked
potential revenue streams and go-tomarket strategies across the industry
sectors. Apps also empowered the
staff beyond the IT teams that were
not specially trained.
There is an affinity to use apps that
help people manage and streamline
their day-to-day tasks. Many such apps
include Workday for HR, Microsoft
Office Suite for productivity, LinkedIn
Sales Dashboard for lead generation
and using a host of communication
apps which are integral to the entire
workload of teams and businesses.
In India, most people leapfrogged
onto using apps for doing business,
thus unlocking productivity and
increasing efficiency. Indians are
extremely comfortable in using apps
for
communication
(WhatsApp
messenger has a 91.72-per cent weekly
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active penetration rate). In fact, the
top three apps in India are used for
communication and networking. The
speed and ease-of-use makes users
opt for these apps while not realizing
the exposure to the valuable data that
resides there.

Securing New Perimeter

Nefarious operators have been
quick to spot the opportunity that
apps present. All those firewalls and
password protected desktop computers
are just not worth attacking anymore.
However, apps present a much easier
target, as security has been overlooked
in favour of speed and user experience
in the development stage.
The industry has long described the
variety of security solutions needed
as a castle protected by crenulations,
a moat, a drawbridge, and anything
else the business has the resources to
invest in.
But if we are going to follow this
analogy, the reality is the king has left
the castle.
The data, identities and access that
represent so much value for blackmarket operators are all outside the
protective walls in apps.
Gartner revealed that 90 per cent
of the IT security budgets are spent
on protecting the traditional network
perimeter, i.e. The castle. But 72 per
cent of today’s security breaches are
not within the traditional perimeter,
they are due to compromised user
identities and vulnerable applications.

Apps’ unique vulnerabilities

If you are part of the 60 per cent
of people we asked in the 2016 State of
Application Delivery Report who use
10 or more apps, there is a reasonable
chance they will be vulnerable.
Attacks such as SQL injections and
TLS protocol exploits are particularly
effective against apps.
WhiteHat Security reports that

applications are regularly vulnerable
151–270 days a year in more than 50
per cent of cases. Consequently, for
more than half of businesses, over
half their applications are regularly
vulnerable half the time.
Deploy an insecure application,
and you risk breaches, regulatory fines,
downtime, and damage to the business.
Deploy an application with excessive
security policies, and you increase
operational complexity, leading to
inefficiencies and loss of productivity.
To deploy applications with the
right level of protection, without
excess overheads, and as fast—or
nearly as fast – as the business would
like, you need to take the best parts
of your enterprise security practice
and fuse them with the flexibility
of cloud deployment. This can help
organizations defend their critical
applications at the load-balancing level
against sophisticated and numerous
attacks.
With a heightened sense of
vulnerability among companies in
India, there is a growing demand for
virtual security solutions. Designing
hybrid
environments
ensures
businesses’ applications are prepared
from a security perspective, without
compromising on efficiency and
speed.
Security services must be deployed
as part of an integrated system that
deploys all of the application delivery
services required. This means different
security policies are matched to the
requirements of different applications.
It balances protection with agility,
giving businesses and end-users the
operational efficiency required in this
app-driven world.
Parag Khurana
Managing Director
F5 Networks

Ransomware – Era of Digital Extortion
Ransomware attacks have increased from a few hundred(s) in 2005 to 2.5 mn in 2016
Ransomware (the hot favourite in
the world of cybercrime) setting the new
era of digital extortion. Ransomware is
a class of malware that restricts access
to the computer system it infects, and
demands a ransom paid to the creator
of the malware for the restriction to be
removed (Wikipedia). It is nothing but
a straightforward extortion software
tool designed to encrypt your data/
lock declaring that the system is locked,
followed by a ransom demand. RSA2048 encryption is used to perform
the heinous act. The year 2015 marked
the birth of ransomware. Since then, it
has transformed (matured) from a fake
antivirus tool to a leading tool in the
hands of digital cybercriminals extorting
anywhere between $500 and $20,000 to
unlock data/systems from individuals,
businesses and other organizations.
Ransomware is of two types. Type I is
encryption ransomware which encrypts
the files on the hard disk and one may
find it quite difficult to decrypt without
paying the ransom demanded. Type II is
non-encryption ransomware where there
is no encryption but instead locks up the
systems with a message “Your computer
is locked”.
The evolution and prominence of
ransomware can be well imagined with
the growth of ransomware attacks of
just a few hundred(s) in 2005 to 2.5
million-plus in 2016.

Ransomware Attacks

The initial attempts to find
an opportunity by performing a
reconnaissance through a phishing email.
Reportedly, 93 per cent of all phishing
emails are said to be containing encryption
ransomware. Phishing emails hit a new
high of 6.3 million in the last year. The
usual infection (Ex: CryptoWall) is
through email attachments with enticing
subject lines are sent attached with zip
files containing ransomware executables

or even a link to click on. Once the
individual opens the files, the executable
file locks up the system and in case the
he/she clicks on the malicious link, a
connection is established to the malicious
website and immediately an exploit is
launched and malware is shipped online
– if the ransomware hacker manages to
gain control of the system, the system
is locked and a message such as “Your
system is locked” is displayed.

Browser

When you visit a website a browser,
hijacker locks up your browser with a
message that “Your browser has been
locked” – to indicate that the hijacker has
taken over the browser does not allow
the user to close the browser (window)
or switch to another web page and
demands a ransom to gain access to your
system again.

World’s Most Dreaded
Ransomwares

Cryptolocker, Cryptoware, Locky,
Jigsaw, Teslacrypt, Fareit, Samsam,
Peyta, Fantom, Crysis, Cerber, Shade,
Powerware and Ransom32, among
others are the digital extortionists ruling
the world of cybercriminals.

Ransomware Demands Across
Industry

A hospital in LA, USA was infected
with ransomware and had to pay up
ransom in bitcoin(s) after their system and
network was locked up for more than a
week. In some cases, MRI is locked until
the ransom is paid, an X-ray machine
is turned off and files are encrypted
until the ransomware is paid. One other
hospital ended up paying over $10,000 as
ransom to restore its IT systems. Almost
80 per cent healthcare organizations have
been affected by ransomware. In yet
another case, the ransomware criminals
gained control of heating, ventilation,

and air conditioning (HVAC) of a data
center and released only after the ransom
was paid. In a recent case in India, an
ERP system of a multinational was
locked by ransomware criminals and they
had to pay up the ransom in bitcoins.
An educational institute too was hit by
ransomware attack and had to cough up
the ransom to restore their systems. India
ranks number one on the ransomware
radar, besides other countries from
Europe and Americas.

Ransomware Prevention

To prevent ransomware attacks, it is
critical that every organization deploys
latest web and spam filters, IDS, antivirus,
IP/Cloud reputation systems, DNS layer
security (as per system deployment).
Sandboxing is yet another way to prevent
and secure your systems. This apart, it is
important to take regular data backups,
disable RDPs to thwart any ransomware
attacks.
Lastly, it is important to avoid
plugging in the USB sticks (usually
received during trade shows) where
information is circulated for business
or academic purposes. It could contain
ransomware (virus) infecting your initial
system where it is inserted and then go
on to infect all other systems on the
network and then lock up the systems
and demand a ransom. To avoid such
occurrence, it is important to scan the
USB stick/drive before using, encrypt
data on USB drive. It would be best to
avoid USB sticks in the first place as a
policy in the organization.
Finally, as far as ransomware is
concerned, prevention is better than
cure.
B. S. Rao
Vice-President, Marketing
CtrlS Datacenters
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Creating Cyber Security Culture
The weakest link in an organization’s cyber security is their employees
The concept of cybersecurity and
privacy at work has long since left the IT
department and is now looming on the
minds of all employees from C-suite to
remote workers.

Cyber Security Culture flows
Top Down

No good change strategy ever started at
the bottom. If you want to create a culture
of cybersecurity, then you must first start
with C-suite. CXOs and the board are
generally a hard bunch to convince if you
aren’t fully prepared, especially when you
aren’t able to show how their investment
will pay off.
The first step is to start by establishing
how it is no longer optional to invest in
cybersecurity. Constantly rising instances
of cybersecurity breaches across the
globe suggest that it is very expensive to
clean up after a data breach, rather than
prevent one. A recent study by IBM and
the Ponemon Institute suggests that India
is the most targeted country for data
breaches in the world. The average cost
incurred by Indian enterprises for a data
breach has shot up to Rs.9.73 crore this
year from Rs.8.85 crore last year.
What is worse is that the cost of a data
breach is not always possible to calculate in
figures. Some companies suffer a massive
loss in reputation or drop in stock prices.
In the absence of adequate levels of
cybersecurity, you are leaving your trade
secrets open to hackers.
Most CXOs travel extensively and
make important communications while
travelling, but most of them are unaware
that they are open to communication
interception while on the road. Do they
re-use passwords? Do they log into open
Wi-Fi networks and send sensitive data
over such networks. It is worth asking
tough questions and explaining how they
are making themselves and their own
company vulnerable.

Invest In Cyber Security
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Training

Once you have approval and adoption
from the board to the CXOs, you
should look at investing in a long-term
cybersecurity training programme for all
employees. Of course, you want to be
able to share this information in an easy
and manageable way without affecting the
productivity of employees. Consider the
following methods:

Cyber Security Onboarding

Work with your HR department
to start a cybersecurity onboarding
programme for new employees. During
the induction programme, even before
someone is allotted IT equipment, they
should be given the basic cybersecurity
training, including the following topics:
Basics of password management; the
basics of encryption and digital signing,
if you're using those types of solutions;
understanding phishing attacks; backing
up work; sending personal and important
information; account limits, access and
authentication; policies and best practices
The training must be supplemented
with the supporting documents for ready
reference even after on boarding.

Ongoing Cyber Security
Training

New attacks or vulnerabilities hit the
market every day, some more popular
than others. It should be up to the IT
department to send regular bulletins about
the types of attacks and what employees
can expect to look out for.
You could also carry out regular
phishing simulation tests and gamify these
so that people are always on the lookout
for phishing emails, or websites with the
hopes that they might receive something
for being the first to report it to their IT
department.

Cyber Security Policies and
Guides

You should work with your HR and
legal department to define a cybersecurity
policy for your company. This should be
based on all of your company’s weakest
vector points. For example, if you have a
lot of employees using their own phones
and tablets to work, you will need to
establish a mobile workforce or BYOD
policy. If you have a lot of remote workers,
you might want to establish a guideline or
best practice for their use of networks at
home.
The guidelines and policies will need to
be updated regularly based on new threats
and new best practices. These updates will
also need to be communicated regularly to
people in your company.
Communicating Cyber Security with
Employees
The final tip for those who want to
create a culture of cybersecurity at work is
to make sure you are always communicating
about cybersecurity in your company. This
should typically involve:
•

Updating employees of new regulation
or policy
• Holding quarterly or biannual
cybersecurity meetings or training
• Having a cybersecurity section added
to the company newsletter
• Partnering with cybersecurity initiatives
like the National Cyber Security
Alliance or (and most preferably) all
of the above!
Other types of
cybersecurity
communication will include things
like incident response strategy and
communication with employees should
you actually have a data breach. What will
you tell employees and how will you ask
them to respond?
Shivani Langeh
Regional Marketing
Expert
GlobalSign

Regulations Should Protect Citizen's Data
Protecting files and enabling ‘safe sharing’ of information will help improve digital adoption
India, in its 71st year of
Independence, is witnessing enormous
digital advances. While we continue
to plug into the digital realm, there are
huge risks lurking around the corner
especially in terms of protecting the
important privacy documents of the
larger population in general. Robust data
integrity, both inside and outside the
perimeter of Public Sector Enterprises
and Government institutions, including
but not limited to third party affliates
and vendor organisations, will ensure
long terms benefits for all stakeholders.

How safe are your ID prooofs
& KYC Documents?
While
the
governement
has made the right move with
demonetisation, there is still much
to achieve when it comes to the
digital world. The government’s
digital momentum initiative needs
to address the rising security and
privacy concerns of citizens. Large
private organizations pull out all
stops to ensure their information
assets are protected both within
their boundaries as well as from the
risks outside their perimeter. In the
same way, government files, documents,
citizen details stored should also be right
protected. The all-important question
is, how safe is your important data like
ID proofs and KYC Documents etc?
We live and work in an always-on digital
economy. Free movement of data, oils
the wheels of today’s enterprise – as
well as the modern-day government by
making information flow seamlessly
across enterprise borders.
While digitization helps improve
information-sharing and collaboration
amongst your different stakeholders,
right protection is mission-critical to
avoid any misuse of data. Protecting
sensitive files and enabling ‘safe sharing’
of information will help improve

digital adoption. In particular, soft
copies of customers’ KYC documents
and identitification proofs needs to be
protected, ideally with persistent datacentric security that travels with the files.
It is equally important in cases of tax
& land records, transaction files, court
documents etc. that can be accessed and
utilized by only authorized users. This
will help build the citizen’s full trust in
our digital march.

Should third party
outsourcing vendors
be regulated?
Hence there has to be a parallel

initiative taken by Governement
wherein, security of digital data needs go
hand in hand with digitization of data.
It cannot be left aside in this fast-paced
world.Wealso hopeto see Goverment
organizations placing stricter compliance
regulations on their third-party outsource
vendors and other external collaboration
partners. Third-parties such as advisors,
vendors, sub-contractors and business
partners pose a huge risk to organizations
because they require access to systems
and data to conduct business, yet there is
no accountability in the way they handle
a company’s data. Besides unsecured
systems, there is also the issue of subcontractors stealing intellectual property.

What’s in store in the
immediate future?
2017 will be a Historic Year for
Cybersecurity Legislation. High-profile
incidents such as the breaches at the
Democratic National Committee and
Yahoo, and the Apple encryption
debate have increased public awareness
around the importance of data security
and privacy. In India tooseveral Indian
banks blocked and recalled more
than 3.2 million debit cards, fearing
fraud due to data leakage caused by a
malware infection at a third-party ATM
switch used by one of the banks.The
growing awareness, coupled with
the government’s willingness to
acknowledge the national security
risks posed by cyberattacks, makes
us hopeful we’ll see meaningful
progress made in the fight to create
effective cyber-legislation.
Many countries such as the US
and Israel have their own cyber
security frameworks. Europe is
leading the way with the General
Data Protection Regulation (GDPR)
act and we expect countries to
follow with similar legislation.
There is an urgent need for Indiaalso to
havea robust cybersecurity framework
in place to set up the backbone of
stringent IT security measures in the
country. This legislation may start with
mandatory breach notifications, which
initially eliminate undisclosed (or slowly
disclosed) cyber incidents, but will
eventually take the form of specific
guidelines for how citizens’ data must
be protected, wherever it travels or is
stored.
Amit Malhotra
VP, Sales India,
Middle East & Africa
Seclore
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Network Access Control in Mobility Era
In order to ensure security at the edge, role based access, and end
point visibility is becoming critical
In the age of mobility, multiple
mobile devices of the workforce, and
end point devices like printers and
scanners including IoT devices are
now the points from where breaches or
intrusions occur.
The other aspect is the network today
is not compartmentalized as wireless/
datacenter/campus/remote network. It
is increasingly one integrated network
where a user can have access from any
of these areas. Hence the ask from the
NAC solutions is a combined integrated
solution for wired, wireless, and IoT
devices with Complete visibility of all
devices.
We live in an app environment, and
all interactions start at the EDGE. In
order to ensure security at the edge, role
based access, and end point visibility
is becoming critical. HPE Aruba’s
mobility Security Paltform –ClearPass,
is one of the leading Network Access
Control Solution in the world.
ClearPass makes the end point
visible and helps to profile them
based on role based access. With
ClearPassUniversal Profiler, IT team
can secure the interactions coming from
multiple mobile devices of an end user,
multiple endpoint devices like printers
and scanners and importantly the IoT
devices & dumb devices.
To exemplify the necessity for this,
there was situation where the security
of a financial institution was recently
compromised, when hackers managed
to gain access from a network printer. In
such situations Aruba ClearPass helps to
mitigate intrusions of this nature.
The #GenMobileworkforce comes
to work with their own devices.Also
corporates are increasingly allowing
the employees to access corporate
applications from their mobile devices.
Profiling and establishing the class of
services associated with the employee
becomes very critical in this model.
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Aruba ClearPass allows the creation of
policies to address this need. With Aruba
ClearPass, when a user or endpoints
is brought onboard the network, and
access is granted, the user and endpoints
are continuously monitored for their
security status. Based on their latest
security status, they can continue to
be connected or be disconnected this instantaneous function, is a key
requirement from the current era NAC
solutions.
HPE ArubaClearPASS
ensures this functionality through its
Adaptive Trust Concept.
The network today is not
compartmentalized
as
wireless/
datacenter/campus/remote network. It
is increasingly one integrated network
where a user can have access from any
of these areas.
The ask from the NAC solutions is a
combined integrated solution for wired,
wireless and IoT devices.
Aruba ClearPass is designed grounds
up for this and capable of delivering
NAC services across the Integrated
network. it is also universal in nature
as it is uniquely capable of integrating
multi-vendor network elements &
components
NAC platforms are increasingly
integrated with Firewall Advanced
Threat
Detection,
vulnerability
management, SIEM, MDM, and other
platforms, thus improving the quality
of security by allowing these solutions/
softwares’ to trigger defense actions.
The NAC today is orchestrating the
entire network access mechanism, and
becoming the central console of IT and
SOC. The bi-directional communication
with other security platforms ensures
that these tools in Firewalls/VM etc.
hugely improve access control.
Increasingly, application patches ,
OS upgrades and policy updates are
being pushed centrally from the NAC,
and NAC deployments are getting larger

in size to accommodate the multiple
devices that employees are bringing to
work or the incorporation of IoT into
the network.
Aruba ClearPass solutionis delivered
through two options. One is through
its appliance approach, and the other,
is its virtual server method, So that it
can scale with expanding Networks of
the enterprises. It is a multi-vendor in
nature and supports wired, wireless and
IoT devices helping them to be profiled
and help in implementing corporate
network access policy by enabling
seamless interworking with other parallel
solutions like firewall software’s’, MDMs
etc
An important part of the networking
security is being contextually aware,
and endpoint device visibility is a key
element that the NAC has to execute.
For instance, an alert which comes from
an endpoint, the security will need to
know how the endpoint is attached to
the network, what certificates are there
on the end point, what applications
are supported on the endpoint and
also gather its “posture” assessment
report. Integration with other security
technologies and platform makes the
NAC a key ally to seamless integration
for network security operations.
Aruba ClearPass is a true follower
of this fundamental through its
concept
of ”ClearPassExchange”
initiativewherein it integrates seamlessly
with MDM and firewall solutions.
The concept of BYOD or BYOT have
triggered the intensity for the customers
to seriously evaluate comprehensive
NAC solutions, and Aruba ClearPass
stands out to be the most defining one.
Santanu Ghose
Director – Aruba
Hewlett Packard
Enterprise
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